PYKOBOACTBO NOAb3OBATEAS




33 SwenoH

M HHOBOdUMWH

CoaepxaHue

1 O PYKOBOOCTBE ;s sisisssisisivinisisibspiveneninsesn 3
2 OBHASA VMHGOPMAITAT o vvimensmevamsnswsnswswsesesssess 5
3 BXOL B TIPOTEAMMY . v s cm o s m s simio o oo s oo sosassssesss 6
A TBOEKTH ;s ssiocsisinibipisisinininininipinsnsnsnsn 7
5 OTUET CTATUUYECKOI'O AHAJIMABA &t v v verenenneenennnens 11
6 CHKAHVIPOBAEVIA v o v mem s sim e s me m s s m s m s s m o s e oo e 15
7 VIPABTEHVE TIDOBKTOM v issssamsssmsmsmemamsmassmsms 1%
Sl S 18
9 KOHCOJIBEHHM KIIMEHT v v v v vvenenoonoscoanonenensnos 19
10 TOHIEEEED cinsininipsinsms iR s s ismsnsnsmsnsmimeis 21
11 TUIOCCAPUI v v vttt ettt it etnesneeneeneennenneneens 23
18 @ BEBITEEIITE « s« e e v e ome o o oime s dhe o) e o ke e ko o i 3 0 25

AppChecker Cloud / PyxoBozacTBo mosnbssosaresns




33 SwenoH

M HH OB UMW M

1 O pykoBoACTBE

OTOT AOKYMEHT MPEACTABASET CODOM PYKOBOACTBO [TOAb30OBATEAS
AppChecker Cloud.

PYKOBOACTBO MPEAHA3ZHAYEHO AA CAEAYIOLLIMX LIEAEN:

% PACCKA3aTh OO OTHETAX CTATUHECKOTO AHAAM3QA;

% HAy4MTb PADOTATL C AEJOEKTAMM KOAQ;

% MOMOYb 3ArPY3MTb HOBbIE BEPCUU MCXOAHOTO KOAQ M KOHJOUIyp ALK
NPOEKTQ;

* MOKA3ATh, KAK 3AMyCKATb CKAHUPOBAHME MNPOEKTA MOBTOPHO;

% HAYYUTb CPOABHMBATH CKAHMPOBAHMS;

% PACCKQA3dTbh O XYPHAAAX MPOEKTA N CKAHMPOBAHWA.

PasaeAbl AOKyMeHTa

STOT AOKYMEHT COAEPXKMUT CAEAYIOLLIME PA3AEADI.

06wan uHpopmauma (crp. 5)
PA3AEA COAEPXMT MHCTPYKLLMM MO 3Arpy3Ke NpOrpaMMBI.

Bxoa B nporpammy (crp. 6)
PA3AEA COAEPXKUT MHCTPYKLLMM MO BXOAY B MPOTPAMMY.

MpoekTol (cTp. 7)
Pa3sAeA COAEPXKUT OBLLLYIO MHADOPMALMIO O PABOTE C NPOEKTAMM.

Otyer cratyeckoro aHaau3a (crp. 11)
PO3AEA OMUCLIBOET COAEPXAHME OTYETOB CTATUYECKOrO AHAAU3A 1 YYUT

PABOTATE C AECPEKTAMM KOAQ, OBHAPY>KEHHBIMIK B XOAE AHOAM3A.

CkaHupoBaHus (cTp. 15)
Pa3A€A COAEPXKUT MHCTPYKLLMM MO 3AMNYCKY M CPABHEHMIO CKOHUPOBAHMM
MPOEKTA.
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YnpaBaeHue npoekramu (ctp. 17)
Pa3AEA COAEPXUT MHCTPYKLLMM MO 3Arpy3ke HOBbIX BEPCUM MCXOAHOTO KOAQ

M KOHCPUrypaLLmm NpoekTa.

XypHans! (cTp. 18)
PA3AEA COAEPXUT OMUCAHUE XYPHOAAOB MNPOEKTA U CKAHUPOBAHMS.

KoHCOAbHbIH KAMEHT (cTp. 19)
PasaeA COAEPXKUT MHADOPMALMIO O PABOTE KOHCOABHOTO KAMEHTA
AppChecker Cloud.

Moaaepxka (cTp. 21)
Pa3aeA COAEPXKUT MHADOPMALLMIO O TEXHUYECKOM MOAAEPXKKE
AppChecker Cloud.

Fhoccapwii (cTp. 23)
PQ3A€A COAEPXUT ONPEAEAEHUNE TEPMUHOB, BCTPEYAOLLIMXCA B

AOKYMEHTE.

0 komnaHuu (c1p. 25)
Paszaen coaepxmt nHdpopmaumo o OO0 «3weAoH MHHOBALMMY.
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2 06wwan uHpopMaLus -

AppChecker Cloud — ctarmyeckmi AHOAM3ATOP KOAQ, MPEAHA3ZHAYEHHbIN AAS
MOMUCKA AECPEKTOB B MICXOAHOM KOAE MPUAOXKEHMM, PA3PADOTAHHBIX HO
GG+, G#, Javea, PHP.

OYHKUUH

% NMOUCK AECHEKTOB KOAMPOBOHMS C MOMOLLLBIO MOCTOSHHO
OBHOBASIEMOM BA3bI MPABUA U TEXHOAOTMMU AHOAM3A MOTOKOB ACHHbIX;

% MOUCK NPOMPAMMHbIX 30KATAOK.

Mpeumywiecrea

» nouck cebille 100 TMNOB AECDEKTOB KOAMPOBAHMS;

“* MOCTOSHHOE MOMNOAHEHME ©6A3bl NPABMA MOUCKA ACTOEKTOB;

% NOAAEPXKKA KAaccmdbumkaumm CWE;

< NMPUMEHEHUE TEXHOAOTUM AHOAM3C MOTOKA ACHHbIX;

“* BO3MOXXHOCTb MPOBOAUTE COBMECTHbIM AYAUT KOAQ HECKOABKMMM
BKCNEPTAMM;

< TMOKAS KOHAOUIYPALMS AHAAMZMPYEMBIX MPOEKTOB.

5 AppChecker Cloud / PyxoBozacTBo mosnbssosaresns




33 SwenoH

M HH OB UMW M

3 Bxoa B nporpammy

[NoAy4mTe aApec Beb-UHTEPdOENCA, AOTUH M MAPOAb Y AAMUHUCTPATOPA.
BeeauTte aapec Beb-uHTEepchenca B AAPECHOM CTPOKe Bpay3epa.

BoauTe B Nnporpammy, UCNOAb3ysi CBOM AOTUH U NMAPOAb.

@ippc hecker Cloud - Ru-

Bxoa B cucremy
Noruu

Naponk

Boamm

AppChecker Cloud noAAEPXMBAET HA3HAYEHME POAEN. POAb ONpeaeAseT
BO3MOXXHbIE AEMCTBMS MOAB3OBATEAS. DTO O3HAYAET, YTO HEKOTOPbLIE
dyHKkumm AppChecker Cloud moryT ObITb HEAOCTYMHbI.

OBpaTMTECh K AAMUHUCTPATOPRY AA U3MEHEHMS HO3HAYEHHbIX BOM POAEN.
A3bIK MHTEPADEMCA MOKA3AH B MPOABOM YTAY.

Haxxmute «RU», 4yTOObI CMEHUTB 93bIK HO QHITAMMCKMMA.

@ AppChecker Cloud / PykosozcTBo nonb3oBaress
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4 MpoeKTbl

[Mocae exoaa B AppChecker Cloud HO rTAGBHOM CTPOHULLE Bbl YBUAUTE CMMCOK
NPOEKTOB MU CTATYC CTATUYECKOTO AHAAM3A. BbiBepuTe Hy>XHbIM MPOEKT U3
cnmcka.

@/AppChecker Cloud MpoexTsi | O nporpamme mmRu- &Manager-

[obagwte npoekT

MyProject

Craryc: Cratmyeckuil aHanua 3ageplieH
Bnageneu: admin
Bpemn ananuza: 14cek

4.1 Ao6aBAeHHe npoekTa

AAS CO3A0HMUSA HOBOTO NPOEKTA HOXKMMUTE (AODABUTL MPOEKT) B ACBOM
BEPOXHEM YITAY 1 BBEAUTE UMF MPOEKTA.

M3 MPOEKTA MOXKET COAEPXKATL TOABKO AQTUHCKME OYKBbI, LIMGOPSI,
AECOUC, HKHEE MOAYEPKMBAHME M TOYKY.

ECAM CPYHKLMS CO3AQHMS NPOEKTA HEAOCTYMHA, OBPATUTECH K
AAMUHUCTPATOPY.

YKQXUTE METOA 3arpysku chamAoB NnpoekTa. AOCTYMHbl CAEAYOLLIME
METOAbI 3ArPY3KM: 3arpy3ka Apxmea UAM 3ArpPy3Ka C MOMOLLIBIO CUCTEM
YAPOBAEHMS BEPCUIMU. HOKMUTE (AODABUTL).

HoBaenexue npoekTa

Hassanue Projecti] |

<l
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3arpysuTte npoekT B AppChecker Cloud, HaxXaB «Bbibepute doamay.
3arpyska npoekTa HAOYHETCS ABTOMATHUYECKM.

AOXANTECH OKOHYAHMUS 3ArpYy3KM.

3arpyska ucxogHbix TekcToB npoekta "Project1”

Ona C/C++ npoexTos TpefyeTA AONONHUTENBHAR KOHDHIYPALMA
MepeiTH Ha CTPaHKULY 3arpy3KH YTHNHT W MHCTPYKLMK NO KOHDWIY PHPOBaHKIO

3arpysuTe zip-apXvE ¢ MCXOAHLIMK TEKCTaMN NGO APXME, NOMY4eHHbIN B pesynbraTe
KOH(UIYPHPOBAHWA NPOEKTA YTHINTAMM.

WM NepeMecTiTe hann Ha dopMy
AAS NPOEKTOB, HAMMCAHHbIX Ha C/ C ++, TpefyeTcq AOMOAHUTEABHAS
KOHJoUrypaums AAS YAYHLLEHMS KOYECTBO OHAAM3A. 30 BoOAEE NMOAPOOHOM

MHADOPMALMEN HAXKMUTE (1epenT HO CTPAHMLLY 3ArPY3KU YTUAUT U
MHCTRYKLLUM MO KOHCPUTYPUPOBAHMION.

3anycTUTe AHAAMU3 NPOEKTA, HOXKAOB «3ArNyCTUTb AHOAM3).
CTaTMYECKMM QHAAM3 BYAET 3amnyLLEH.

Cratunyeckuit aHanua npoekra "Test1"

BuinonHeHWe CTaTMYECKOrD aHanusa 3}
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4.2 Pabota ¢ npoekTom

Moy MPOCMOTPE TAOBHOM CTPAHMLLBI MPOEKTA BUAHA OOLLLAS MHCDOPMALLUS
M METPUKM MPOoEKTA, pacnpeaeAeHus no CWE, no BpemeHu, no
KATENOPUAM AECDEKTOB M CTATUCTUKM MPOCMOTREHHbBIX CPaBATbIBAHMI. BCe
AQHHbIE O MPOEKTE MOKA3bIBAKOTCS MO PE3YABTATAM NMOCAEAHETO OHOAM3A.

PacnpeaeAreHne CWE noka3biBAET KOAMHECTBO CPADATLIBAHMM MO
KOHKPETHOMY ACDEKTY K OBLLIEMY YUCAY CPADATLIBAHMM. HOXKMMTE
«rNoapoBHee), 4TOBbI Y3HATb KOAUYECTBO CPRABATLIBAHMM MO
OMNPEAEAEHHOMY AECDEKTY.

AppChecker Cloud Mo3BOAIET MHOTOKPATHO MPOM3BOAUTE AHOAM3 MPOEKTA.
PacnpeaeAeHue no BpeMeHM NoKA3bIBAET, CKOAbKO A€CDEKTOB ObIAO
OOHAPYXXEHO B KAXKAOM U3 CKAHUPOBAHKMIK. [ToaApOobHee npo
CKOHMPOBOHUSA CM. PA3AEA 6.

PacnpeaeAeHue no Kateropusam rnokasbIBAET, KOKAS KATErOpMS AedOEKTOB
BCTPE4YAETCA 4ALLL BCETO.

TestCnpo

O6wan MHPOPMALMA U METPHEN NPOeKTa Pacnpegenenie gedextos no Tunam (CWE)

Crarye: CTATHNECHIN AHANID MABEDLGH
Bnageney: admn
Bpomnm aWannsa:  20cex

337 Mpeacaasysubll pHuLpanaamop 8
wcH
@ cwEosst Mepmswi son
B w119 Hesoppesthas wedTpanMIaLMe CRLF
ROCREJOBATE MpHOCTER B HTTP- (Paxienesine
HTTP-3anpocos)

KonwsecTso @annon: &
Paiuep npossTa: 1 THE
KonuyecTeo cTpok: 73
HCNONbIyeMbie RIBIKH: 573

. CWE-27 HeDPEEETHOS OFPaImiraenine NyTie K
ANpERTOpAN

MpocMoTpeHo OBHapYKEHHLIX AedeKTos @ CWE509 Psoinas owmpossa pecypea
@ WypHan npoeTs loCuoTpeETs Boe O

0%
Pacnipegenenne AedexTon No KaTeropuam

Mpocuarpeso OE
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AMarpammel pacnpeaereHms no CWE 1 no kareropmsm AedoeKToB
MO3BOASFIOT MEPEXOAUTL HA CTPAHULLY BBIDPAHHOTO AEJOEKTA 1 KATETOPUM.
AAS DTOTO HOXKMUTE HA HA3BAHME AECDEKTA/KATErOPUMM AEOEKTOB MAM HA
4YACTb KPYroBOM AUATPAMMbI C MHTEPECYIOLLIMAM AETOEKTOM.

AASi HOBOTO CKAOHUPOBAHMSA MPOEKTA HODKMUTE «3AnyCTUTb AHOAM3 30HOBOY
B MPCOBOM BEPXHEM YIAY CTPOHMLLbI.

AAS YACQAEHUS NPOEKTA HOXKMUTE (Y AQAMTL MPOEKT) B MOCABOM BEPXHEM
YrAY DKPAHQ.
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5 OTyeT cTaTHUECKOr0 aHaAM3a

OT4YeT CTATUYECKOro AHAAM3QA MNOKA3bIBAET CTATYC M KATETOPMIO AedoeKTq,
ero CWE-MAEHTUAOMKATOP U CPPArMEHT KOAQ, TAE AedDeKT ObIA
ODHApPYXEH. [lepenamnTe Ha CTPAHULLY C KOHKPETHLIM AEJDEKTOM, HOXKAB
HQ HETro B TADAULLE.

AASi COPTUPOBKM MO ONPEAEAEHHOMY CTOABLLY HOXKMUTE HA STOT CTOADELL.

AAS POPMUPOBAHUSA CBOAHOTO OTHYETA NO CTATYCY MAM NO KATEropuu
AedheKTa BOCMNOAb3YMTECH OUABTRAMM PIAOM C HOANMMCIMM «CTATYCH U
«Kateropus» COOTBETCTBEHHO.

AAs noucka aecpektos no CWE-uaeHTUPMKATOPAM BLIOEPUTE HYXKHbIM
CWE-MAEHTUAOMKATOP B HUCMAAQIOLLLEM CMUCKE PIAOM C HOATMCHIO
«CWED.

AAS NPOCMOTPAa A€PEKTOB B KOHKPETHOM hamAe BLIOEPUTE HYXKHbIM
JOAMA B HUCMNOAAQIOLLLEM CMIUCKE PIAOM C HAAMUCHIO (PPRATMEHT KOAO.

OTUéT cTaTuyeckoro aHanusa

Cratyc Kareropua CWE @parmesT Koga
[mcal v X [nce] v X [sce] v X [Bce] - X
CWE-39@_1556e428-38f4-48ba-aeld-d79dcesbae3c/ 1. php:
- 2 o 6: } catch (Exception $e) {
Hosuiit O6pabBorra ownbox CWE-290: Nycroit Ginox oGpaboTin yenoanit n oumbor =
8: }
Hossii Kauecrso xoga CWE-E7T6. Mcnonss0Banie NOTEHUNANEHO ONacHo CWE-SB6_92436eh8-bd1@-4853-ba7?8-33553edc924d/1.php:
o R 3: eval{basee4 decode( "DQoICQkILyIeE3TaTxXhiTmETml=sZS=="}];
= CWE-676: Mc noT onacHoi CWE-586_B90845e9-e357-44ec-82e8-0a02851bcded/ 1. php:
Hosbim KavecTec roga
dyHEL 18: eval($v);
” CWE-E78: McnonesoBanine NOTEHUMANEHO ONBCHON CWE-586_92436eb8-bd18-4853-ba78-33553edc924d/2. php:
Hoauin KavecTeo xoga et . LTy
thyHELm 3: eval(gzinflate(basee4_decode(str_rot13('7')})};
= CWE-676: Mcnons20Banie NOTEHUMANEND OnacHoi CWE-S86_89da49e9-8357 -44ec-82ea-0802851bcded/ 2. php:
HoBwii KavecTso xoga ¥
yHELm 18: eval(sv);
CWE-482_58368841-2380-4720-abc9-0408chbce107c/1. php:
NogreepsaeH KavecTeo xoga CWE-482 Cp BMECTO NpH 3: 4 ! s:_ L
" CWE-482_5Bac8841-2388-4720-abc9-B48@chbce187c/2.php:
Hoesil KayecTeo xoga CWE-482: Cp BMECTO NPW 5 £ - Pe
5: $3 == $b;
CWE-3538_B5f62a7C-86e2-4a3a-b7ba-648a3abbd13e/2.php:
3: if ( %2
4: $hes;
i = 5: ful);
HoBbli KayecTeo xoga CWE-398: Npuanax NNOXoro KEYECTESE KOS
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5.1 Pabota ¢ KOHKpETHbIM AePEeKTOM

MNepenauTe HQ CTPAHULLY C KOHKPETHbIM OOGHAPYXXEHHBIM AehEKTOM,
HOXKAB HO HY>KHYIO CTPOYKY B TADAMLE. ECAUM A€TOEKT COCTOMUT U3
HECKOABKMX YOCTEN, TO MOXHO NEPEXOAMTL K HUM, MCMOAb3YS KHONMKY
«epenTn K CAEAYIOLLLEM YOCTU AeCHEKTAN CAEBA OT HOAMMUCU (MCXOAHbBIN
KOA COAMAQY.

CWE-79: HekoppeKTHaa HelTpanu3auus nonb3oBaTenbekux AaHHbIX, UCNOoNb3yolMeca ang redepagnn web-
cTpaHuL (XSS, MexcaiToBbIA CKPUNTUHT)

MNporpammHoe obecneyeHne He HeMTPann3veT (HEeKOPPEKTHO HENTPanM3yeT) NoNbL30BaTENLCKWE JaHHbIE Neped TeM, Kak oHW GYOyT MCnonb3oBaHb!
Ans reHepaiumn seb-cTpanny,

MNMocMoTpeTs noapoblee Ha cwe s3rru ©

Craryc HoBBIW v KOMMEHTB{JMH
WcxogHein kog dhaina 3.php MNepeiTh K creayollen Jact aedexra ©

1 <?php
3 function foo($b) {

1 g echo $b;

U3meHuTe cTaTtyc AedhekTa M1 NPOKOMMEHTUPYHUTE CBOE peLueHue.
Beibepute ctatyc «AOXKHOE CPAOATEIBAHUE) UAM (TTOATBEPIXKAEH) M3
HUCMNOAQKOLLLETO CMMCKQA, BBEAMTE KOMMEHTAPUM U HOXMUTE ([TOUMEHUTB.

[0 YMOAYQHUIO, CTATYCOM BCEX AEJOEKTOB SBAFETCS «HOBbIMY. [MpoLeHT
OOPABOTAHHBIX IKCNEPTOM CPAOATLIBAHMM NOKA3AH HO FAGBHOM CTROHULE
NPOEKTA.

ObpATUTE BHUMAHME, YTO NMOACQBAATE AOXKHbBIE CPADATLIBAHMSA MOXHO B
MCXOAHOM KOAE MPOEKTA. boree NOAPOBHYIO MHADOPMALMIO CMOTPUTE B
nyHkTe 5.2.
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5.2 MopaBAeHHE AOXHBIX cpabaTbiBaHWi

B HEKOTOPbBIX CAYHASX AHAAM3ATOP HAOXOAMT AEDEKT KOACQ TAM, TAE €T0 HET,
1 BO3HUKAET AOXKHOE CPAOATLIBAHME.

Y106bI M36ABUTBCHA OT AOXHbBIX CPABATBIBAHUMN, YKAXKUTE B MCXOAHbBIX
TEKCTAX MPOTrPAMMBbI B MECTE NMepea CpabATbIBAHMEM CMELMAAbHbIM
KoMmmeHTapum «appchecker CWE-XXX» nan «appchecker ally, - rae XXX -
310 HOMep CWE, KOTOPbIM HOAO NOACBMUTL, All — AAS MOAQBAEHMS BCEX
NPEAYNPEXAEHUM, BHE 3A0BMCUMOCTH OT TUNA AedoeKTA.

AAS MTPUMEPT PACCMOTPUM KOA!
gets (buf) ;

B 3TOM CAyHOE QHAAM3ATOP BLIAQCT npeaynpexaeHue: «CWE — 242:
MCMOAb30OBAHUE OMACHLIX OYHKLLMM.

U3MeHUTE KOA CASAYIOLLIUM ODPA30OM, YTOObI MOACBUTE AOXKHOE
cpabarbiBaHMe aAedoekta CWE-242:

// appchecker CWE-242
gets (buf) ;

AAS MOACBAEHMS BCEX CPADATLIBAHWIN BBEAMTE:

// appchecker all
gets (buf) ;
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5.3 Otuer no ¢painam 1 OTYET NO THNAM AedeKToB

OT14eTbl MO PANAAM U MO TUMNAM AECDEKTOB OTODPOXKAIOT KOAMYECTBO
CpabaTbIBAHMM.

HOXXMUTE HO KOHKPETHBIM CDAMA MAM TUMN AedPeKTa, 4TOObI NEPENTH HA
«CBODOAHbBIM OTYET) C COOTBETCTBYIOLLIMM COUABTODOM.

OTuéT no cannam

Daiin Konu4ecreo cpabathiBanui -
CWE-506_Bc3629a6-d2bf-4161-b94b-ecbf40304%a3/1.php 2
CWE-510_8a235455-7de1-4523-b021-705c52997234/3.php 2
CWE-510_Ba235455-Tde1-4523-b021-705c52997234/5 php 2
CWE-482_58a50841-2380-4720-abc3-0400cbcB107¢/2 php 2
CWE-476_47caff63-8213-4e28-a160-6446d8874eb5/ 11 php 2

OTUYéT No TMNam AedeKToB
CWE Konu4ecteo cpabatbiBanui -
CWE-45T7: Wcnonbsosanue ul p it nep {HOH 9
CWE-480: Vcnons3oBaie HEBEPHOTD DNEpaTopa g
CWE-510: Nporpammnas saknagka 7

OTYéT cTaTUYeCcKoro aHanusa

Cratyc Kateropus CWE (MparmeHT Koga
[ece] < X [Bce) v X [[mca] v X CWE-457_79e06d3a-4818-4f73-9211-8970=d2968f2/2.php  » X
- CWE-457: Mcnonw3osaxue CWE-457_79ee6d3a-4818-4f7a-9211-8970ed2968F2/2.php:
HoBbiit KauecTso koga . -
| P nepen E: $a = 5x;
Crp.1 M35/ > » Mpocmarp 1- 1 ua 84
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6 CkaHUpOBaHUA

AppChecker Cloud no3BoAseT MHOTOKPATHO QHOAM3MPOBATL OAMH MPOEKT.

HaxmuTte «3anyCcTuTbh AHAAU3N HO TACQBHOM CTPAHULLE MPOEKTA AAS
MOBTOPHOTO CKAHUPOBAHUS C TEKYLLIMM MCXOAHBIM KOAOM.

Haxxmute «YNpaBAEHME MCXOAHBIM KOAOMY AAS UZMEHEHUT MCXOAHOTO

KOAQ.

[MoBTOPHbLIVM aHanus3 npoekTa

Anxanua GymeT 3anylueH c TeKyLMM UcxoHEM kogom. (Mpu HeobxogumocTi Bel MoXETe ero U3MeHUTL
Ynpasnexue WCXOSHBIM KOZOM

Bce npoBeAEeHHbIE OHAAM3bI HOA MPOEKTOM MPEACTABAEHDBI BO BKAOAKE
(CKOHUPOBAHME.

MpocMmoTpuTe pe3yAbTAT KOHKPETHOro CKAHMPOBAHMUSA, HOXKAB
«MocMOoTpPETb OTHET.

HaxmuTte «YAQAUTB) AAS YAOAEHUS CKAOHUPOBAHMS.

Bpemn navana aHanusa Bpems okonwaHua aHanusa Craryc [eictene

15 anp 2016 r,, 07:29:53 15 anp 2016 r, 07:30:10 AHanna ycnewHo 3asepLué MOCMOTpETE DTUST
15 anp 2016 r, 07:33:22 15 anp 2016 r., 07:33:37 AHaNH3 YCMEWHO 3aBepLIEH A
15 anp 2016 r,, 07:34:45 15 anp 2016 r, 07:34:59 AHanNua ycnewuHo 3aBepLUEH NOCMOTPETE DTUST
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CpaBHUTE CKAOHMPOBAHUA MEXAY coboi B pasaeAe «CpaBHEHUSN, BbIOPOB
ABQ CKOHMPOBAHMSA AAS CPOBHEHMS.

CpaBHeHue

Bribepute ABa CKaHNPOBAHUA ANA CPABHEHNA®
15 anp 2016 ., 07:33:22- 15 anp 2016 1, 07:33:37 v 15anp 2016, 07:34:45- 15 anp 2016 r, 07:34:59 ~ QEELELNTM

Hoesie (11) Mponaswwme (11) Ocraswmecn (73)
Craryc Kareropuna CWE @parmeHT koga
H " Kau CWE-676. Mcnons THOT EHLY| CWE-586_9243c6eb8-bdl1e-4853-ba78-33553edc924d/1.php:
- IR0 onacHoi dyHKLMN 3: eval(base64_decode( ' DQoICQkILY9GD3IgIXhiZWwgZNlsIS=="));
= CWE-676: N noTexy) CWE-586_g9de49ed-e357-44ec-B2ea-dae2851bcded/1.php:
Hoeslit KauecTso koga i
onacHoi dyHrLMN 18: eval(sv);
po— Kave " CWE-676: Mcnonssoganine NoTeHUNansHo CWE-506_92436eb8-bd10-4853-ba78-33553edc924d/2.php:
< & e ONACcHON ByHKLIH 3: eval(gzinflate(bases4_decode(str_rot13('7°))));

e ————— T S e =]
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7 YnpaBAeHHE NPOEKTOM

AppChecker Cloud no3BOASET 3Arpy3mTb HOBbIE BEPCUM MCXOAHOTO KOA.

U3MeHUTE BEePCUI0O UCXOAHOIO KOAQ, 3Arpy3mB APXMB C MPOEKTOM.

oy MCMOAL3OBAHMM CUCTEM YIPQABAEHMS BEPCUENM MPOTPAMMA ByaeT
OBOHOBASITE MCXOAHBIM KOA QBTOMQATHMYECKM.

ynpaBneHMe MCXOOHbIM KOOOM

WcxogHbie TeKCThI 3arpyKeHbl. Bbl MOXETE 3arpy3WTh HOBLIW APXME.
BHUMaHWe! TekyliWe WCXOAHbIE dhannbl ByQYT yaaneHs!

Buifepute daiin
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8 )XypHaAbl

XYPHQA NPOEKTa NPEAHA3HAYEH AAS PETMCTRALLMM NPOUCXOAALLIMX
COObITUM B NPOEKTE.

>KypHan npoekTta

[25.@8.16 17:47:59] TestCnpo User: admin, Project created

[25.98.16 17:48:14] TestCnpo User: admin, Uploading file (source archive)...

[25.0B.16 17:48:14] TestCnpo User: admin, chunk:[@] chunks:[1]

[25.98.16 17:48:14] TestCnpo User: admin, Source unpacking...

[25.28.16 17:48:14] TestCnpo unpacking archive...

[25.98.16 17:48:32] TestCnpo User: admin, Running analyzer with parameters: javas -Amx6697766092 -jar appchecker.jar -n TestCnpo -5 ../data/projects
[25.08.16 17:54:22] TestCnpo User: admin, Uploading file (scurce archive)...

[25.98.16 17:54:22] TestCnpo User: admin, chunk:[@] chunks:[1]

[25.0B.16 17:54:22] TestCnpo User: admin, Source unpacking...

[25.98.16 17:54:22] TestCnpo unpacking archive,..

[25.98.16 17:54:26] TestCnpo User: admin, Running snalyzer with parameters: java -Xmx6697766092 -jar appchecker.jar -n TestCnpo -3 ../data/projects

aB | L3

XYPHOA CKAQHUPOBAHUSA MPEAHA3ZHAYEH AAG PETUCTRALMM MPOOUCXOAILLLMX
COOBITUI AA KODKAOTO KOHKPETHOTO CKAHMPOBAHMSA. AAS MPOCMOTRA
>KYPHAAQ BbIOEPUTE CKAHMPOBAHUE M3 BbINAAQKOLLLETO CMMCKA.

YKypHan ckaHupoBaHus

#225aBr 20161, 175426 - 25 a8r 20161, 175448 v

Starting project execution at 2016/08/25 17:54:26

IV memory settings:

Total memory: 125829120

Fres memory: 121122616

Maximum memory: 5954338816

Starting project execution at 2016/88/25 17:54:26

Launching source loader with arguments -r -e java,c,cc,cpp,cxx,h,hpp,php,php5,phpd,inc,cs -1 ../dsta/projects/TestCnpo/src/ -p ../data/projects/
Starting import...

Import successfully completed

Starting project execution at 2016/88/25 17:54:26

Launching java parser with arguments ../data/projects/TestCnpo/prj/ -tA at 2016/08/25 17:54:26
parsing started

parsing finiched

Launching parser-cs with arguments ../data/projects/TestCnpo/prj/ -tA at 2016/88/25 17:54:29
Appchecker mode

C# parser started

C# parser finished

Launching parser-cpp-sa with arguments ../data/projects/TestCnpo/prj/ at 2016/08/25 17:54:29
Project doesn't have C/C++ files

Launching parser-php-sa with arguments ../data/projects/TestCnpo/pri/ at 2016/88/25 17:54:29
Project doesn’'t have PHP files

Starting project execution at 2016/88/25 17:54:29

Launching Appchecker with arguments -p ../data/projects/TestCnpo/prj/ -c configs -r cwe_base at 2016/88/25 17:54:29
Analyze started.
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9 KOHCOAbHBIW KAUEHT

KOHCOABHbIM KAMEHT appchecker-rest-client.jar pacnoAOXEH B AMPEKTOPUM
CEPBUCA. TAKXKE KOHCOAbHbIM KAMEHT AOCTYMEH AAS CKAYMBAHUS BO BKAGAKE
«O nporpamme”.

3anyCcTUTe KOHCOAbHbINA KAMEHT, MCIMOAb3YS CAEAYIOLLLYIO KOMOHAY:

java —jar appchecker-rest-client.jar [napameTpsi]

Bce AOCTYMHbIE MAPAMETPLI MPUBEAEHDI B KOHLLE AOHHOIO PA3AEAQ.

3anyck aHaAu3a npoekTa

3anycTUTe AHAAMU3 NPOEKTA, 30ACB CACAYIOLLLME MAPAMETPbI:
-i,--input <BxomHas mMpeKTOpPMs>

NapameTpom MOryT ObiTb AMPEKTOPUSA, QOAUA C pacLumpeHmem TRE nam
ZIp-ApXxmB. ECAM B KOYECTBE NAPAMETPA 3AACHA AMPEKTOPUS, TO OHA ByaAeT
YNAKOBOHA B ZiP-APXMB. ECAM B KOYECTBE NARAMETPA 3AAAQH OANA C
pacLumpeHuem TRE, TO B Zip-apxme DyAYT YNOKOBAHbI T€ dOAMAbI, HO
KOTOPbIE OH YKQ3bIBOET.

-n, --name <m_npoerc'ra>

NM$S MPOEKTA YKA3bIBAETCS B KABLIMKAX. MIM$ MPOEKTA MO YMOAYAHUIO —
Project.

-0, =—--output <BHXOZHAasI AUPEKTOPUSI>
ANPEKTOPUS AAS OTHETOB O MNPOBEAEHHOM QHOAM3E.

Npoumep 3anycka AHAAM3A NPOEKTA C MMEHEM Project] npuBeAeH HMXE.

java —jar appchecker-rest-client.jar -i
C:\Projects\Projectl\source code.zip -n “Projectl” -o
C:\Projects\Projectl\Results
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YaaneHHe npoexrta

YAQAUTE NMPOEKT, YKA3AB CACAYIOLLME NAPAMETPDI:
-d, --delete

YAQAeHMe NpoekTa.

-n, --name <yuMMs_ODpoexTa>

Mg NpOEKTA YKA3bIBAETCS B KABbIYKAX. MIMA MPOEKTA MO YMOAYAHUIO —
Project.

[orMep YAOAEHUS MPOEKTA C MMEHEM Project] npueseaAeH HUXe.

java —jar appchecker-rest-client.ja -d —n “Projectl”

CnpaBka
AAS NOAYYEHMS CNPABKM BBEAUTE CAEAYIOLLLMI MAPAMETP:
-h, --help

BCce AOCTYMHbIE NAPAMETPbLI KOHCOABHOIO KAUMEHTA MPUBEAEHDI B e [SYNZINTS
HUXe.

Mapametp OnucaHue

-i,--input <BxoaHas_aMpeKTopusa> BxoaHas aupexkTopus.

-n,--Name <uMs_npoekTa= Mms npoekTa. Mo ymon4yaHuio — Project.
-0,--Output <BbIXOOHAA_AMpeKTopus> | BoiXxooHas OMpeKTopus.

-d,--delete Ynanexsue npoekTa.

-h,--help BbI30B crpasku.

-D,~-port <nopT_cepBuca> INopt cepeuca. o ymon4axmio — 11000.

-8,~-Server <afjpec_cepsuca> IP nnu noMerHbin afpec cepauca. o ymonyaHuio - http:/127.0.0.1
-to,--timeout <Bpems_tanmayta> Bpewmsa TainMayTa B cekyHaax. o ymondaxuio — 30.
-U,~-User <ums_nosie30Barens> Wms none3osarens. o ymon4aHuio — admin.
-pw,--password <napons> MopT cepsuca. No ymonyaHmio — 11000.

2@ AppChecker Cloud / PykosozcTBo nonb3oBaress




=3 SweoH

10 Moaaepxka

Bkaaaka «O nporpamme) COAEPXKMT MHADOPMALMIO O BEPCUM
AppChecker Cloud, MHOOPMALUMIO O AULLEH3MU, CChIAKY AAS 3ArPY3KM
KOHCOABHOTrO kKameHta AppChecker Cloud, CCbIAKM AAS 3ATPY3KM YTUAMUT
KOHOPUIYpP QUMK U CChIAKY HO BAHK AQHHbBIX YTP0O3 BE€30NACHOCTH
mHdbopmaumm m yazsumoctem MO (PCTIK).

®/AppChecker Cloud nNpoekTsl | AamMuHucTpupoBaHue | O nporpamme

AppChecker Cloud sepcua 2.4.50 (MpoBepHUTL Ha HANWYWME HOBOW BEPCHM)
© 2017 000 «3wenoH MHHoBaUMM»

TexHu4yeckan noanepska: suppori@cnpo.ru
CaWT npogykra: appchecker.cnpo.ru

WHdpopmMauns o nuLeHsnm

Homep nuueHsnmn: 12792
Bnageney nuueHsun: Infosecurity
Cpok AeNCTBMS NUUEH3UM go: & ceHTabpa 20181
MakcumaneHoe Yucno npoektoB: 1024
DocTynHkle napcepbl: C/C++, Java, PHP C#

YTUNUTLI, BCNoMoraTternbHble CKPUNTbl U MHCTPYKLMK

HacTpo#ka napcepa C/C++ (PDF)

KOHCONBHLIA KNHUEHT

Mnarud ana Jenkins/Hudson

Mnarvy gna TeamCity

YTUNWTa NOATOTOBKM KOHMMrypauuu cppeoni_linux (ana npoexTos, cobuparwuxca B cpeae Linux)
OGepTra ana gee/clang (gec_conf.sh)

OB6éepTka ana g++/clang++ (g++_conf.sh)

YTUNUTa NOAOTOBKM KOHMKMrypauum cppconf_monitor (Ana npoekTos, coGupawuxca 8 cpege Windows)
YTUNUTa NOArOTOBKW KOHDUrypauuu cppconf_source (KoHdurypauua 6e3 cOGopku)

CnpaBo4Has UHcopMmauus
BaHK faHHbIX Yrpo3 Ge3onacHoCTH MHQOPMaLMK M yA3BUMOCTER MO (OCTIK POCCHM)

Common Weakness Enumeration (CWE)
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M HHOBOUMWMU

AAS NPOBEPKU AKTYAABHOCTU BEPCUU HOXKMUTE HA CChIAKY «1pOBEPUTL HO
HOAMYME HOBOWM BEPCHMY.

AAS NOAYHEHUA TEXHUHECKOMN NOAAEPXKHU OTMNPABLTE SAEKTPOHHOE
MMCbMO HO OAPEC support@cnpo.ru.
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11 [noccapui

AedeKT KoAa

OLLMBKA B UCXOAHOM TEKCTE MPOTrPAMMBI, KOTOPAS MOXET MPUBECTU K
YA3BUMOCTM.

Kareropus Ae$pekToB Koaa

B 30BMCHMMOCTM OT TUMNA AECDEKTbI KOAC AEAITCS HA 8 KATEropum: AeOEKTbI
©e30MaCHOCTH, KQYECTBO KOAQ. OKPY>XXEHMS, ODPADOTKM OLLMOOK, AECOEKTHI
APl, 06paboTKA ACQHHbIX, MPOINPAMMHbBIE 3AKAQAKHK, BRPEMS U COCTOSHUE.

KoHdurypauus npoexra
HacTpomka NpOEeKTa AAS MOBbILLEHMS KOYECTBA AHOAM3A.

AoxHoe cpabatbiBaHue

Cutyaums, KOraa coparmeHT KOAQ OLLIMOOYHO OTMEYAETCH MPONPAMMOM
KAK COAEPXKALLLMIM AeChEKT.

lporpamMHan 3aKAaAKa

CKPbITHO BHEAPEHHbIN B CUCTEMY KOA, MO3BOAFIOLLLUMN 3A0YMBILLIAEHHUKY
OCYLLLECTBMTb HECOHKLLUOHUPOBAHHbIM AOCTYI.

PoAb

Habop pa3peLleHmit, COOTBETCTBYIOLLIMM TOMY, KOKME AEMCTBUA MOXET
BbIMOAHSTb MOAb3OBATEAb MAM FPYMMNA MOAb3OBATEAEN.

CucTema ynpaBAEHHA BEPCHAMM

NporpammHoe obecneyeHme, MNo3BOAJIOLLLEE XPAHUTE HECKOABKO BEPCUM
OAHOTO AOKYMEHTQ.
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CratMyecKui aHanu3

AHQAM3 NPOTPAMMHOIO obecneyeHums, I'IDOI/IBBOAMMI::IF/'I oes PEeAAbHOIO
BbIMOAHEHWA MCCAEAYEMbBIX MPOOTPAMM.

CWE

Common Weakness Enumeration. MNpeacTtasaseTr coboM CMMCOK AECDEKTOB
6e30nacHOCTH NporpammHoro obecneveHms. CWE oxsarbisaet boaee
15000 aechekToB BE30MACHOCTM U BKAIOHOET B CE0S AETAABHYIO CTRYKTYRY
KAQCCUMAOUKALMN 13 PAIAMYHBIX HOYYHbBIX MCTOYHMKOB M MPUMEPOB.

CWE - coBmecTMmMOCTb

[MO3BOASET NPOAYKTY ObITb 3APEMMCTOMPOBAHHBIM B KOYECTBE
OPMUNAABHOTO «CWE-cosmecTmoron. CWE-COBMECTUMbIN MPOAYKT
AOAXKEH NPEACTABASATb MOAb3OBATEAIM BO3MOXHOCTb MOMCKA AECDEKTOB
Oe3onacHoCTM B CWE-MAEHTUAOMKATOPAM U MOAYHEHUS CBAZAHHBIX C HUMM
CWE-MaAEHTMOOUKATOPOB.
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12 O KoMnaHuu

OO0 «3LeAOH MHHOBALMMY) — NEPEAOBAS KOMMNAHMS, CO3AQHHAOS
BbIXOALLOMM M3 BEAYLLLEWN MCMbITATEABHOM AaBopaTtopum AO «HIMO «SLweAoH),
MMEIOLLIMX KOK BbICOKME KOMMETEHLIMM B ODACCTU AYyAUTA KOAQ,

TOK 1 OPraHU3aLmMm pa3padoTkm CPEACTB MO ero AHOAM3Y.

KOMMNAHUI CO3AAHO AAS MPOBEAEHUS NEPEAOBLIX MHHOBALLMOHHbIX
MCCAEAOBAHMM 1 PA3PADOTOK, M SBAIETCS YYACTHUKOM MPOEKTA CO3AAHMUS

1 obecneyeHms OYHKLMOHMPOBAHWS MHHOBALMOHHOIO LLEHTPA (CKOAKOBO.
NCCAEAOBAHUS OCYLLLECTBASIOTCS MPU MPAHTOBOM MOAAEPXKE POHACA (CKOAKOBOY.

boAee AETAABHYIO MHADOPMALMIO O KOMMNAHMM Bbl CMOXETE HAOMTU HA
caute iechelon.ru.
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