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1 O pykoBOACTBE

OTOT AOKYMEHT MPEACTABASIET COOOM PYKOBOACTBO AAMUHUCTPATOPRA
AppChecker Cloud.

PYyKOBOACTBO MPEAHA3ZHAYEHO AAS CAEAYIOLLIMX LLEAEMN:

% MOMOYb YCTOHOBUTL K 3anyCTuTtb AppChecker Cloud;
“* PACCKQA3ATh O POASX M FPYMMNAX MOAb3OBATEAEM;
** HAY4YUTb YNPaBAdTe cepsepom AppChecker Cloud;

< PACCKA3aTh 06 MHTEMNPALMM C CUCTEMAMMU YINPABAEHUS BEPCUAMM.

PasaeAbl AOKyMmeHTa

OTOT AOKYMEHT COAEPXKUT CAEAYIOLLIME PA3AEADI.
06wasn nepopmauus (crp. 4)

PaszaeA coaepxxut onncanme doyHkumin AppChecker Cloud m nepeveHsb
MUHUMAABHbBIX TDEDOBAHMIN AAS KOMIMBIOTEPA, HA KOTOPbIM
yctaHasAmeaeTcs AppChecker Cloud.

YcraHoBKa U 3anyck nporpammbl (cTp. 6)

PasaeA COAEPXUT MHCTPYKLLMKM MO YCTAHOBKE M 3AMyCKY NPOrPOMMBbI.
AamuHucTpUpoBaHue (crp. 10)

PA3AEA COAEPXUT MHAPOPMALLMIO O PABOTE C MOAb3OBATEAIMM, OO
YNPOBAEHUM CEPBEPOM, OO MHTEMPALMM C CUCTEMOAMM YNPABAEHUS
BEPCHIMMU U O MPOCMOTPE XKYPHAAOB PABOTHI.

% AppChecker Cloud / PykosozcTBo nonb3oBaresst
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WUuTerpauusn c cucremamu Continous Integration (crp. 27)

B pa3aeAe COAEPXKATCH CBEAEHMI O AODABAEHMM COYHKLLMM NPOBEPKM
kKoAQ npoayktom AppChecker Cloud B npouecce cbopku npoektos B Cl-
cucTtemax Jenkins 1 Teamcity. PasaeA pacCYmMTaH HO MOAB3OBATEAEMN YXKE
3HAKOMBbIX C AQHHbIMUW Cl-CUCTEMAMMU.

KOHCOAbHBIH KAMEHT (cTp. 36)

PasaeA COAEPXUT UHADOPMALMIO O PABOTE KOHCOABHOIO KAMEHTA
AppChecker Cloud.

Moaaepxka (crp. 39)

Pa3AeA COAEPXKUT UHCDOPMALMIO O TEXHNHECKOM MOAAEPXKKE
AppChecker Cloud.

Fnoccapuii (cTp. 41)

PO3AEA COAEPXKUT OMPEAEAEHNE TEPMUHOB, BCTPEYAIOLLIMXCS B
AOKYMEHTE.

0 KomnaHuu (crp. 43)

Pazaea coaepxut nHdpopmarmio o OO0 «3SLLeAoH MHHOBALLMMWY.

4 AppChecker Cloud / PykosozcTBo nonb30BaTess
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2 06wwasn HpopMaLus -

AppChecker Cloud - CTATMYECKMIM QHAAM3ATOPR KOAQ, NPEAHA3HAYEHHbIN AAS
NONCKA AETOEKTOB B UICXOAHOM KOAE MPUAOXKEHMM, PAZPABOTAHHbIX HO
C/C++, C#, Java, PHP.

OYHKUUH

% NOUCK AECOEKTOB KOAMPOBOHMS C MOMOLLLBIO MOCTOSIHHO
OBHOBASIEMOM OA3bI MPABUA U TEXHOAOTMU AHOAM3A MOTOKOB ACHHbIX;

% MOUCK NPOMPAMMHbIX 30KATAOK.

Mpeumywiecrea

% nouck cebite 100 TMNOB AECPEKTOB KOAMPOBAHMS;

% MOCTOSHHOE MOMNOAHEHME BA3bI NPABUA MOUCKA AETOEKTOB;

* MOAAEPXKKA KAaccudbumkaumm CWE;

% NMPUMEHEHUE TEXHOAOTMM AHAAM3A NMOTOKA AQHHbIX;

% BO3MO>XHOCTb MPOBOAUTb COBMECTHbIM AYAUT KOACQ HECKOABKMMM
DKCNEPTAMMU;

< TMOKAS KOHAOUIYPALMSA AHAAMZMPYEMBIX MPOEKTOB.

5 AppChecker Cloud / PykosozcTBo nonb3oBaress
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CucreMHble TpeboBaHuA
MNpoueccop 64-OUTHbIM Intel-coBMECTUMBIN
OnepaTmBHAS NAMSITb 476
XecTtkmi amck (CBoBOAHO) 30 6 (Pekomenayetcs 100 6)
MNopThbl USB nopt AAS KAKOHO BE30MACHOCTH
[oaaepXmBaemble Opaysepsl Internet Explorer 10+
Google Chrome 30+
Mozilla Firefox 25+
OnepaumoHHAs CUCTeMQa Linux Ubuntu 14.04 Server LTS xé4
Microsoft Windows 7 SP1 xé4
Microsoft Windows 8 xé4
Microsoft Windows 10 x64
Microsoft Windows Server 2008 xé4
PaspeLueHne 3KpaHa 1024x768 v BbiLLiE
CpeAq BUPTYAAU3ALLMM VMWare
Virtual Box
AonoaHuteabHoe MO Software Platform .Net Framework
4.0

(ToAbko ang OC Windows)
Java Runtime Environment 8 xé4

CodeMeter Runtime 4.5

—_——aae

@ AppChecker Cloud / PyxoBozacTBo mosns3osaresns
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3 YcraHoBKa v 3anycK nporpammbil

AppChecker Cloud NOCTABASETCS C ANAPATHLIM UAU MPOTPAMMHbBIM KAIOYOM.

[Py HOAMYMKM ANNAPATHOTO KAKOYQ BCTABLTE €ro B USB-nopTt nepea
YCTAHOBKOM. [pU MCMOAHEHUM MPOTPAMMHOIO KAIOHO AKTUBMPYHMTE €ro
NOCAE YCTAHOBKM (CM. MPUAOXKEHMUE).

3.1 YcraHoBka 1 3anyck Ha OC Windows

YcTaHoBuTb (eCAm He yCcTaHOBAEHO) Software Platform Net Framework 4.0

3anycTUTe YCTAHOBO4YHbIM PaAA appchecker_setup.exe. Caeaymte
ACABHEMLLIMM MHCTRYKLMAM, YTODbI yCTaHOBUTE AppChecker Cloud.

3anycTtuTte chbana start.bat, KOTOPLINM HOXOAMTCSH B AUPEKTOPUM YCTAHOBKM.

m CAWindows\system32\cmd exe
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Cepsep AppChecker Cloud ByaAeT 3anyLLLEH.

BeeauTe B aApecHOM CTpoKe 6paysepa aapec Beb6-uHTtepdcenca
AppChecker Cloud, yKQ3QHHbIM B KOHCOAM.

7 AppChecker Cloud / PyxoBozcTBO nO/IB30BaTE IS
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3.2 YcraHoBKa U 3anyck Ha OC Linux

PacnakyiTte apxus C NPOrpamMMon, MCMNOAb3YS CACAYIOLLLYIO KOMOHAY:
tar -zxvf appchecker.tgz -C umms nupexTopum

YctaHosuTe nakeTbl openjdk-8-re nam oracle-javas8-installer, libgt4-core,
clang-3.5, mono-runtime, mono-devel, mongodb-server 1 gsettings-
desktop-schemas, MCMOAb3ya KOMAOHAY:

sudo apt-get install mmMss_nakera

3arpy3ute codemeter c camta paspadbotimka. AAS YCTAOHOBKM MAKETA
CAEAYMTE UHCTPYKLUAM, MPUBEAEHHBIM HO CAUTE.

3anycTtute chamna start.sh, KOTOPLIM HOXOAUTCS B AMPEKTOPUM YCTAHOBKM.
Cepsep AppChecker Cloud 6yaeT 3anyLLeH.

BeeauTe B aApecHoOu cTpoke 6paysepa aapec Beb-uHTepdenca
AppChecker Cloud, yKQ3aHHbIM B KOHCOAW.

SB AppChecker Cloud / PyxoBozcTBO nO/IB30BaTE IS
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3.3 YcraHOBKa W 3anyCcK B CpeAe BUPTyaAu3aLuM

AppChecker Cloud moxeT ObITb 3anyLLEH B CPEAOX BUPTYAAM3AUMM VMWare um
VitrualBox.

UmnopTupyinTte obpas AppChecker Cloud dhopmarta OFV B cpeay
BUPTYOAM3ALMA. 3ANYCTUTE BUPTYCAABHYIO MALLUMHY U BbIMOAHUTE BXOA B
roctesyto OC.

/AormH — appchecker. lNapoab — appchecker.

AAs cucTtemsl BupTyaausaumm VMware HeobxoAMMO NpobpoCKTb MOPT
11000 BMPTYQABHOM MALLIMHbI, 4TOObI MMETb AOCTYN K AppChecker Cloud.
AAS ITOrO:

1. ¥Y3Hamte IP-aapec BUPTYAABHOM MAOLLMHBI C MOMOLLLBIO KOMOHAbI
«ifconfigm.

2. Otkpownre Virtual Network Editor yepes nyHKT meHio «Edit.

3. Beibepute cetb Tuna «NATH 13 MPEAAOXKEHHOIO CMMUCKA U HOXKMUTE HA
KHOMKY «NAT Settings...n.

4. Haxxmumrte kHonky «Addy B pasaeae «Port Forwarding.

5. Beeaute 3HayeHme «11000» B moAe «Host porty.

6. Beeaunte IP-aApecC BUPTYAABHOM MALUMHbBI, MOAYYEHHbIE HO LLIAre 1, B
noae «Virtual machine IP addressy.

7. Beeaute 3Ha4veHme «11000n B noae «Virtual machine porty. Haxxmure
(MPUMEHUTL BCE M3MEHEHMAMN.

AAst cuctemsl BupTyaausaumm Virtual Box AONOAHUTEABHOS HACTPOMKA
He TpebyerTcs.

@ AppChecker Cloud / PyxoBozcTBO nO/IB30BaTE IS
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B KOpHE AOMALLHEN AMPEKTOPUMN PACTOAOXKEH dOAMA start.sh AAs
3anycka cepsepa AppChecker Cloud.

BBeAuTe KOMAHAY Is AAS MPOCMOTDA AOMALLHEN AUPEKTOPMUM.

3anyctuTte start.sh AAg 3anycka cepsepa AppChecker Cloud.

BoiauTe B Opaysep aapec Beb-uHtepdchenca AppChecker Cloud,
YKQ3QHHbIM B KOHCOAM.

Uhuntu 14.04.4 LTS appchecker ttyl

AA20.0.0.0:11000

]]_GD AppChecker Cloud / PyxosoncTso nonb3oBaresis
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4 AAMUHUCTPUPOBaHHE

BeeAnTE AOTMH M NAPOAL AAS BXOAQ B AppChecker Cloud.

[10 YMOAYQHUIO AOTMH — Qdmin, NapoAb —admin.

AppChecker Cloud NOAAEPXMBAET HA3ZHAYEHUE POAEN MOAB3OBATEASM.

AAMUHUCTOUPOBAHME AOCTYMHO TOABKO MOAL3OBATEASM C CUTEMHbIMM
POASIMM,

MoAb30BATEAL adMIiN) MMeEET POAU KCUCTEMHBIM AAMUHMCTRATOPY U
CAAMUHUCTPTOPR MPOEKTA. [TOAb30BATEAS «AdMIN) HEAb3S M3MEHUTL MAMU
YAQAMUT.

3a 6oAee NoAPOBHOM MHADOPMALIMEN NO PABOTE C NMOAB3OBATEAIMM U
POAIMU ODPATUTECH K MYHKTAM 4.1, 4.2, 4.3, 4.4, HOCTOSLLLETO PYKOBOACTBA.

4.1 MoAb3oBaTeAu

AAga AOOGQBAEHUS, PEACGKTUPOBAHUSA U YAGAEHUS NOAb3OBATEAEN
BOCMOAb3YMUTECH BKAOQAKOM (TOAB3OBATEAMY.

VIMS MOAB3OBATEAS MOXKET COAEPXKATb TOABKO AQTMHCKME OYKBbI, LIMCDPBI,
AEQPUC, HMKHEE MOAYEPKMBAHME.

[Monb3oBaTenu
1] [eicrene

]1]]_ AppChecker Cloud / PyxosozcTBo nonb3oBaress
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4.2 PoAu noAb30OBaTeAe

AppChecker Cloud no3BoAgdeT CO3A0BATb POAU M HA3HAYATb MX MOAb3OBATEAIM.

POAb — 310 HOBOP PA3PELLEHMM, COOTBETCTBYIOLLIMX TOMY, KOKME AEMCTBUS
MOXET BbIMOAHATb MOAB3OBATEAL. POAU AEAITCS HO CUCTEMHbBIE U
MNPOEKTHbIE. PA3AMYMS MEXKAY CUCTEMHbIAMM U MDOEKTHBIMM POASMM
OMUCAHbI ACAEE B HOCTOSLLIEM PYKOBOACTBE.

AAs AOGGABAEHUSA, PEAGKTUPOBAHMA U YAQAEHUS POAEI BOCMOAb3YMTECH
BKAQAKOM (Y TIPOBAEHUE POAIMMY,

CucremHble ponu

Hassauwe ponu [encTene
. =3
Coapanne npoexTos T
[MpoeKkTHbIe ponun
JloGasuTs Npoek THYO pant

Haarauue ponu Nedcrrus
i =30 )
A ==X

AAS HO3HOYEHUS POAU MOAB3OBATEAID HODKMUTE (Y NPABAEHME POAIMM) BO
BKAQAKE (([TOAB3OBATEAN).

MpaBa nonb3oBartens "user1”

CucrtemMHslie ponu
Y NONGI0OBATENA HET CHCTEMHLIX poned

OoGaout nooyio ponw: System administrator -

MpoekTHbIe ponu
¥ NOALIODATENA HET NPOCKTHLIX PONCH

NuGanms worysa poos,. Progects adoimstator » s npoesa Bos nposcos. -

]12 AppChecker Cloud / PyxoBozacTBo mosns3oBaresns
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CucTeMHbie pOoAU

CUCTEMHbBIE POAU COAEPXKAT CAEAYIOLLMM HABOP PA3PELLEHUM:
«YMPABAEHME CEPBEPOMY, (YTIPABAEHME MOAB3OBATEAIMIM) U «CO3AQHME
NPOEKTAN.

PaspewueHue «YnpaBaeHHue cepBepPOM) MO3BOAIET BbIKAKOYOTL CEPBEP,
CO3AQBATb U PEAAKTUPOBATH LLIABAOHBI CUCTEM YMNPABAEHMS BEPCUIMM
(CYB), a Takke NpOCMATPMBATL XXYPHAAbI PABOTbI CEPBUCA U OLLIMOBOK
cepsuca. lNoapobHee npo cepsep AppChecker Cloud, Npo UHTErpaALUmIo C
LLIaBAOHOMM CYB 1 Mpo XYPHOAbLI PABOTE CMOTPUTE B NMYHKTAX 4.6 — 4.10
AQHHOrO PyKOBOACTBQ.

PaspeLueHue «YnpaBA€HUE NMOAb3OBATEAIMMU) MO3BOAIET AODCABASTb,
PEACKTUPOBATL U YAQASTb MOAb3OBATEAEM, MX POAM U FPYMMbI.

PaspeweHune «Co3aaHue npoeKkTan rno3BOAIET CO3AABATL HOBbIM MPOEKT B
cucreme. lNoapobHee npo AODABAEHME MPOEKTA CMOTPUTE MYHKT 4.5.
AQHHOIO PYKOBOACTBQ.

B AppChecker Cloud npeaAyCTAHOBAEHbLI CUCTEMHbBIE POAU. POAb «Co3aaQHME
NPOEKTOB)Y MMeEET paspeLleHne «Co3aaHme npoektayn. POAb «CHMCTEMHbIM
AAMUHUCTPATOPN MMEET MAKCUMAABHbLIM HABOP pa3peLLeHn. Ee HeAb3S
M3MEHUTb MAU YAOAMUTD.

[obaBuTb CUCTEMHYIO POk

Hazeanune ponu

Pazpewenun [ ] YnpaeneHue cepeepom

OTMeHNTs

_ - = —

]13 AppChecker Cloud / PyxosozcTBo nonb3oBaress
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[poeKTHbIe poAu

[MPOEKTHbIE POAU OAEPXAT CACAYIOLLLMI HODOP PA3pELUEHMN:
«YNPABAEHUE MPOEKTOMY, «3ANYCK MpoeKTan, (PABOTA C AedOEKTAMM) U
«MpPOCMOTP MPOEKTON. YKAXKUTE NMPOEKT MPU HAZHAYEHUM MPOEKTHOM
POAU. TAK XXE€ MOXXHO CO3AATH MPOEKTHYIO POAb, KOTORAS
PACNPOCTPAHIETCS HA BCE MPOEKTbI B CUCTEME.

[obaBUTL NPOEKTHYIO pons

Haspanue ponu

Paapewennn Ynpagenexie npoeETom
3anyck npoexTa
Pabora c gecbextamu
MpocmoTp npoekTa

OTmeruTs

PaspelwueHue «YnpasAeHUE NMPOEKTOM) MO3BOAIET YAOASTb MPOOEKTHI.

PaspelueHue «3anyck NpoeKTan rno3BOASET 3AMYyCKATb MPOEKT HO HOBOE
CKOHUPOBAHUE U 3ArPY>KATb HOBbIE BEPCUM MCXOAHOTO KOAQ.

PaspeweHune «Pabota ¢ aAedbekTammn No3BOAIET UIMEHATb CTATYC
AedpbekTa.

PaspelwweHue «lMpocMoTp NpoeKkTan No3BOASET MOOCMATOMBATL OTHETHI
npoeKTa.

PaspeLuenus «3anyck npoektan, «(PadboTa ¢ AedoekTammy, U
«YNPABAEHME MPOEKTOM) AOCTYMHbI TOABKO MPU BbIGOPE PA3pELLIEHUS
«MpoCMOTP NPOEKTAN.

AENCTBUA, AOCTYTMHbIE MOAb3OBATEAIM C MPOEKTHBIMM POAIMU, MOAPODOHO
OMMCAHbI B PyKOBOACTBE [TOAB3OBATEAS.

B AppChecker Cloud npeAyCTOHOBAEHbI HYETLIPE NPOEKTHLIE POAM.

]14 AppChecker Cloud / PyxosozcTBo nonb3oBaress
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PoAb «(HODAIOAQTEAB) MMEET pa3peLLeHUe «TpOCMOTP NpoekTay. POAb
CAYAUTOPN MMEET paspeLueHue «lpocMmoTp NpoekTan 1 «Pabota ¢
AepeKTaMMY. POAb «PA3paboTinky MMeEET paspeLueHmns «MpocmoTp
npoekTay, «PABOTA C AeDEKTAMIM 1 «3AMNYCK MPOEKTAn. POAb
(AAMUMHUCTPATOP MPOEKTAN MMEET MAKCUMOABHbBIM HODOP pa3peLLEHMN.
Ee HEAB3S M3MEHUTb AU YAQAUTD.

4.3 Ipynnbl NOAb30BaTEAEH

AppChecker Cloud rno3soaAser 0ObeAnHATb MOAb3OBATEAEN B rPYMMbl. POAM
MOAb3OBATEAS CKAQAbBIBAKOTCS M3 COOCTBEHHbIX POAEN. A TAKXE U3 POAEM
rpynn. B KOTOPbIX OH COCTOMT.

AAf CO3AQHUSA TPYNMbl HAXXMUTE (AOOGABUTL FPYyNy» BO BKAGAKE «[pyMnbl
MOAB3OBATEAEM)).

MMs rpynnbl MOXET COAEPXKATb TOABKO AQTUHCKME BYKBbI, LTSI,
AEPUC, U HUXKHEE MOAYEPKUBAHME

AAs AOGABAEHUSA MOAb3OBATEAS B PNy HOXXKMUTE (YNPABAEHME
rPYNNAmMmy) BO BKAGAKE «(TTOAB3OBATEAM)).

[pynnbl nonb3oBaTeneu

INoBaewrs rpynny
Wmn TedicTene

AAS HQ3HQYEHUA POAU FPYNNE HAXKMUTE (YNPABAEHUE POASIMMY) BO BKAGAKE
«Pymnnbl MOAB3OBATEAE M.

MNpaBa rpynnbl nonb3oearenen "prj1"

CuctemHble ponu

Y rpyninil HET CHCTEMHBIX DONeR

Oobasute HoBYW ponk. System administrator « EETGGEEES

MpoekTHble ponu

Y rpynnes et npoexTHe: ponedi

obagute woeywe pone: Projects administrator + gng npoexta: Boe npoewna v GG
o ¥

—_——aae

HS AppChecker Cloud / PyxosozcTBo nonb3oBaress
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4.4 Npumep paboTbl C NOAL3OBATEAAMH, POASIMM U rpynnamMu

MPEANOAOKMM, B KOMIMAHUU PABOTAIOT CAEAYIOLLLUE COTRYAHMUKM:

% CUCTEMHBIM AAMUMHUCTPATOP;
% AAMUHUCTPATOP MNPOEKTOB;

% ABO AyAUTOPQ;

% ABQ pa3paboTYMKA.

BeaeTcs paboTa HOA ABYMS MPOEKTAMU. AAMUMHUCTPATOPR MPOEKTOB
CO3AQET MPOEKTbI U KOHTPOAMPYET PADOTY PA3LADOTYMKOB. AYAUTOPDI
NPOBEPMUOT NPOEKTLI. [1epBbIr PA3PABOTYMK PABOTAET HAA MEPBLIM
NPOEKTOM, BTOPOM — HAA BTOPbIM. POCCMOTPUM AENCTBMA CUCTEMHOTO
AAMMUHUCTPATOPA B AQGHHOM CUTYALLUMA.

CosaaiTe noAb3oBaTeAs «Project_ Managem AAS QAMUHUCTPATOPA
MPOEKTOB. AAS BTOrO BO BKAGAKE ([TOAB3OBATEAMN HODKMUTE (AODCBUTL
MOABb3OBATEAM. BBEAUTE MM MOAB3OBATEAT U MAPOAL. HaxkmmTe «OKy.

[oBaenexne nons3oBarens

Wma noneaoeartens Project_manager

Napone

HasHadbTe noAb3osaTeAlo «Project_ Managem poAu. AAs meHeaxepda
PEKOMEHAYETCH HA3ZHAYUTb POAb (AAMMHUCTOATOP MPOEKTAN, A TAKXKE
HA3HAYUTb CUCTEMHYIO POAb «CO3AQHWE NPOEKTOB).

YT106bl HA3HAYUTD POAb HAAMUHUCTPATOP NPOEKTAN BO BKAQAKE
«OAB30OBATEAM) HODKMUTE (Y MPABAEHUE POASMI) HAMPOTUB MOAb3OBATEAS
«Project_Managen). B pasaee «[TpOEKTHbIE POAMY) BbIDEPUTE POAb
(AAMUHUCTPATOP MPOEKTAN AAF BCEX MPOEKTOB M HOXKMUTE AODABMUTD.

]1@ AppChecker Cloud / PyxosozcTBo nonb3oBaress
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Y106bI HA3HAYUTbL POAb (CO3AAHME NMPOEKTOB) BO BKAOAKE «[TOAB3OBATEAMY
HODKMUTE (Y MPABAEHME POAIMIY HAMPOTUB MOAb3OBATEAS
«Project_Managen. B pasaeae «CuctemHbie poAm) BbIBepUTe POAb
«COo3AQHME MPOEKTOB) U HAXKMMUTE (AOCDCBMUTLY.

MNpasa nonb3osartens "Project_manager"
CuctemMHble ponu

Haaeauue ponu [Nencrene

Cozgaque npoexTos ¥OAMHTE

[l05aBnTL HOBYIO POnb. | CHCTEMHLIN agMuHUCTpaTop »
[NpoekTHble ponu

Hassauwne ponn Hazeaumne npoekta [e#crene

AmjauHiCTpaTop npoekTa Bce npoexTe VAANTE

HoBaswTs HOByO pork: | Paspaborumk * AnA npoexTa: | Bee npoexTsi r

CosaauTe noab3oBaTeAen «Auditor_1» u «Auditor_2» AAS ABYX QYAUTOPOB.
Co3aaHue noabzosareAen «Auditor_1» m «Auditor_2) nponucCxXoAmT
QOHAAOMMYHO CO3ACHMIO NOAB30OBATEAS (Project_Managen.

CosaaiTe rpynny «Audith A% ABYX QYAUTOPOB. AAS STOTO BO BKAGAKE
«FPynnbl MOAB3OBATEAEM) HOXKMMUTE (AOOTBUTL rRYNMyy.

[pynnbl nonb3oBartenemn

Fpynna ycnewso gobaaneqa

HoBasurs rpynny

51 Dewncrene

AobGaBbTe noAb3oBaTeAen B rpynny «Audity. B rpynnbl pekomeHAyeTCs
OOBbEAMHSITL MOAB3OBATEAEN, PADOTAIOLLIMX HOA OAHUM MPOEKTOM UAU
OBAQACIOLLIMX OAMHOKOBBIM HABOPOM paspeLLeHni. AAg rpynnbl «Audity
peEKOMEHAYETCS AODABMTL NOAb3OBATEAEM (Auditor_1»n u «Auditor_2y.

HY106bI AOGABUTL NOAb3OBATEAEHN B rpynny «Audith BO BKAGAKE
«MOAb30BATEAM) HODKMUTE (Y MPABAEHUE TPYMNNAMM)Y HANPOTUB HY>KHOTO
MOAB3OBATEAS, BbIDEepUTE rpynny «Audity U HOXXMUTE (BKAIOYUT).

_ - = —

]1? AppChecker Cloud / PyxosozcTBo nonb3oBaress




33 wenoH

M HH OB OGdUMHW M

YnpasneHue rpynnamu nons3dosartensa "Auditor_1"

Hazgauue rpynnsi Iencrene

Audit MCKTROMMTE W3 FPYTING!

BeniounTh NonL30BATENR B rypany: Audit + |

Ha3Ha4bTe poAu rpynne noAb3oBaTteAen «Audih. MNpu HA3HAYEHUK POAM
rpynne rnoAb3OBATEAEM POAb NMPUCBOUTCH KOXKAOMY MOAb3OBATEALD,
COCTOSLLLEMY B rpymnne. AAd rpynnbl QYAUMTOPOB PEKOMEHAYETCH HAZHAYUTD
POAb (AYAMTOP) AAS BCEX MPOEKTOB.

HYTOObl HA3HAYUTbL POAb (AYAUTOP) BO BKAQAKE ([ OYNMbl MOAL3OBATEAEM)
HODKMUTE (Y NPABAEHUE POAIMM) HOMPOTUB rpynnbl «Audity. B pasaeae
(MNP OoeKTHbIE POAM) BbIBEPUTE POAb (AYAUTOPN AAA BCEX MPOEKTOB U
HaXKMMUTE (AOCDOBUTDL).

MNpaBa rpynnel nones3osartenen "Audit”
CucTeMHble ponu

¥ rpynnk: HET CUCTEMHLIX pOReh

NoGaeuTe HOBYIO PONb. | CirTaMIG ANMUHMCTRATON ¥

MpoeKTHbIE ponu

¥ IR BET NPOEKTHRIX PONEI

DoGasurs HoByio pons: | AyauTop *  anA npoexTa; | Bee npoekTe 'l woGasuTs

Cosaaunte noabzosateaen «Developer_1» u «Developer_2» ang AByX
pa3pabotymkos. Co3aaHMeE noAbzoBaTeaen «Developer_1n 1 «Developer_2»
NPOUCXOAUT AHAAOTMYHO CO3AQHMIO MOAb3OBATEAEN (Project_managen,
«Auditor_1» m «Auditor_2».

HasHauybTe poau noAb3oBaTeAsm «Developer_1» u «uDeveloper_2n. AAs
NOAb30BATEAS (Developer_1» pekomeHAYEeTCS HA3HAYUTb POAb
«Pa3paboTtinkn AAS MEPBOro NPOEKTA, A NMOAL3OBATEAID «Developer_2» —
POAb (Pa3pabOTYMK) AAS BTOPOTO MPOEKTA.

HY10O6bl HA3HAYUTb POAb (PA3PABOTIUKN AAT KOHKPETHOIO MPOEKTA BO
BKAQAKE ([TOAB3OBATEAM) HOXKMMUTE (Y TIPABAEHME POAIMMY HAMPOTUB
HY>XHOrO MOAb30OBATEAS. B pasaeae «[1pOoekTHbIE POAMY) BbIOEPUTE POAD
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«Pa3paboTtinky, BbIOEPUTE HY>KHBIM MPOEKT M HAXKMUTE (AODABUTLY.

Hmn Hencrene

e [ yrpeermee prree RESEERRSY - - I
YTIPARNEHWS TIYTITIaNMM VHPARNCISE POITRMN CRIEHWUTE Napos

e

o ) ) ey
yripaEneH1e rpynnamu YFIPABNEHWE DOMFAMN CMEHWTE Napos YOAMMTE

=

[locAe AENCTBUM, MPUBEAEHHbIX BbILLE, AAMUHUCTRATOP MPOEKTA MMEET
paspeLueHus «CO3AaHME NPOEKTA), KYMPABAEHME MNPOEKTOM), (ITPOCMOTP
npoektay, «(Pabota ¢ aAedhektammn 1 «3arnyCkK NPOEKTa.

AyAUTOPBbI OBbEAMHEHDI B TRYMMY M MMEIOT pa3peLLeHUs «ITpoCMOTP
npoektTan 1 «(Pabota ¢ aAedOekTammy.

[epsbir PA3pPABOTIMK MMEET paspaLLeHns «ITpoCMOoTP NpoekTay, «PaboTa
C AedoekTamm) 1 «3AryCK MPOEKTaN AAT PAOOThI C MEPBbLIM MPOOEKTOM,
BTOPOM PA3PADOTYMK MMEET OHAAOTMYHbBIE PA3PELLEHUI AAT PADOTbI CO
BTOPbIAM MPOEKTOM.

lNpaBa nons3oBartensa "Developer 1"

CuctemHble ponn

¥ NonL202aTeNs HET CUCTSMELI PONSi

[LoGasuTe HoBylO pone iCncreMHuﬂ agmuHucTpatop v | RN

MpoekTHbIe ponu

Hazgaumwe ponmn Hazpanue npoekta HewcTene

Pa3paboTunk Project1 YOAMMTE

DoBapnTs HOBYIO poms !Pa:paﬁmmc v !n,m npoexta |Project1 3l nobaswTe
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4.5 po6aBAeHHE NPOEKTOB

Haxkmmte «AOBABUTL MPOEKT) B BEPXHEM AEBOM YIAY. B NOSBUBLLEMCS OKHE
BBEAMTE MM MPOEKTA.

NM$s MPOEKTA MOXET COAEPXATb TOABKO AQTUHCKME OYKBbI, LLUADPSI,
AEPUC, HUXKHEE MOAYEPKMBAHME U TOYKY

Haoxkmute «AOOABUTLY.

OoBaeneHune npoekTa

HaseaHue Projectt| ‘

3arpysute npoekT B AppChecker Cloud, HaXaB «Bbibepute doamay. 3arpyska
NPOEKTA HOYHETCH ABTOMATUYECKU. AOXKAUTECH OKOHYAHMUS 3ATPY3KM.

3arpyska ucxogHbix TekcToB npoekta "Project1”

AnA C/C++ npoekTos TpeGyeT s AONONHHTENBHAR KOHMUIYPaLUNA
MepedTi Ha CTPAHWLY 3Arpy3IKH YTUIMT M MHCTPYKLMK NO KOHQUTY PMPOBaHMIO

3arpysuTe zip-apXMB ¢ NCXOAHBIMM TEKCTaMW NMB0 apXWB, NOMY4EHHbIN B peaynsTaTe
KOHGUIYPHPOBAHNA NPOSKTA YTUIMTAMM.

3R TR E TVl UM NepeMeCcTHTe Main Ha opmy

AAS NPOEKTOB, HAMMUCAHHbBIX HO C/C++, TpebyeTcd AONMOAHUTEABHOS
KOHCPUIypALMS AAS YAYYLLIEHMS KOYECTBA AHAAM3A. 3a BoAee NOAPOBHOM
MHJdOOPMALMEN HOXKMUTE (1epenTn HO CTPAHULLY 3ArPY3KU YTUAMUT U
MHCTRYKLLMM MO KOHCOUTYPUPOBAHMION.

AA YACAEHMS MPOEKTA HAXKMUTE KHOMKY (YAGQAUTb MPOEKT) B MPOABOM
HUOKHEM YTAY.

m AppChecker Cloud / PyxoBozacTBo mosns3oBaresns
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3anycTuTe QHAAM3 NPOEKTA, HAXXAB «3AMyCTUTh AHAAM3).

CTaTMYECKMIM QHAAM3 BYAET 3AMYyLLEH.

CraTtuyeckuin aHanua npoekta "Test1"

BblnonHeHWe CTaTMYECcKOD aHanuaa 3

4.6 YnpaBAeHHe cepBepoMm

AppChecker Cloud no ymoadyaHuto ncnoabsyet nopt 11000 aas 3anycka
BeO-cepsepa.

Moy HEOBXOAMMOCTU HAOCTPOMKM CEPBEPTA MOXKHO U3MEHUTL (CM. MYHKT
4.7 AQHHOTO PYKOBOACTBQ).

PaboTtaTtb C CEPBEPOM MOXKXHO HYePE3 MHTEPTDEMC NAU YEPES KOHCOABHOE
NPUAOXKEHME.

OBLLLYIO MHCDOPMALMIO O CEPBEPE MOXKHO NMOCMOTPETL BO BKACGAKE
«YnpaBAEHUE CcepBepOM) B BED-MHTEPDEMCE. TOK XXE B DTOM BKAGAKE
MO>XHO BbIKAKOYUTE CEPBEP.

AAf BbIKAIOYEHUS CepBepa HOXMMUTE (BbIKAIOYUTD CEPBEP) B PA3AEAE
«YNpaBAEHUE CEPBEPOM).

AAs BKAIOHEHUS cepBepa 3anycture doama start.bat ars OC Windows 1

start.sh aAang OC Linux v AAS9 BUPTYQABHOM MALLIMHBI.

YnpaBneHue cepBepom

BLIKNOYHTL CEpBep

WHdbopmauus o cepeepe

Bepcua: 1920
OnepauMoOHHan cucTeMa: Linux (3.16.0-30-generic amd64)
Bpemn cTapta cepBepa: 9 mioHa 20161, 15:39:41

—_——aae
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Hactpoite cepsep AppChecker Cloud yepe3 KOHUTYPALUMOHHbBINM GOAMA
default.ini, pacnoAoXxeHHbIN B AMpekTopum config.

OnucaHue napameTpoB

Npynna napameTpos [analyzer] onmCbIBAET OMLMM JAVA-MALLIMHBI NPU
3anycke aHOAM3aTopAd.

Mapametp

Onucaxnme

3HA4YEeHUE MO YMOAHAHMIO

javaopts

AOTOAHUTEABHbBIE TTAPAMETPLI AAA JVM

OTCYTCTBYET

lpynna napameTpos [hitps] onuvceiBaet HACTpoOMKK hitps-MpPoTOKOAQ.

Mapametp OnucaHue 3HA4YEHUE MO YMOAYAHUIO
enabled AOMOAHUTEAbHBIE MApameTpbl Aad JVM | false

keystoreFile AOCOAIOTHBIM MYTb K OANAY-KAIOHY OTCyTCTBYET

keystorePass MApPOAb OTCyTCTBYET

keystoreType TMN PANAQ-KAIOHNA OTCyTCTBYET
keystoreProvider | HaumeHOBAHKME NpPOBAMAEPC OTCyTCTBYET
keystoreAlias aAMac cepsepa oTCyTCTBYET

[pynna napameTpos [mongo] onmcChIBAET HACTPOMKM AOCTYNA K B6a3e

ACHHbIX.
MNapameTtp Onmcanme 3HAYEHUE NO YMOAYAHMUIO
login AOTWH. MOXeT OTCYTCTBOBATL. B 3TOM OTCYTCTBYET
CAy4HaEe ABTOPU3ALLME HE UCTIOAb3YETCH.
password MApOAb. AOAKEH NPMUCYTCTBOBATH, oTCyTCTBYET
€CAM €CTb AOTUH.
dbName M3 Ba3bl AQHHbBIX appsec
server ip-aapec cepeepa 127.0.0.1
port [MopT cepeepa 27017

pynna napameTpos [rest] onuceiBaeTr napameTpsl paboTsl CEPBUCO

MNapameTtp OnucaHne 3HAYEHME MO YMOAYAHMIO
host JApEecC cepBuca 127.0.0.1
port nopT cepsuca 11000

AppChecker Cloud / PyxosozcTBo nonb3oBaress
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Mpumep daina

[rest]
host=127.0.0.1
port=11000

[analyzer]
javaopts=-Xmx2g

[https]

enabled=true
keystoreFile=/home/user/ssl/keystore.pl2
keystorePass=Seclabl234
keystoreType=PKCS12
keystoreProvider=SunJSSE
keystoreAlias=tomcat

[mongo]
login=dbuser
password=12345
dbName=rest
server=127.0.0.1
port=27017

4.8 MoakaoueHue https

Kyrnute nAm CreHepupymTe KAKOYU AAS MCNOAb3OBAHMS hitps.

YkaxuTte B KOHOUIYPALLMOHHOM chakAe rpynny napameTpos hitps.
Obparture BHUMAHUE, YTO AAA keystoreFile HeOBXOAMMO YKA3ATb
QOB COAIOTHbIM MYTb.

MNepesanycTmre cepsuc.

4.9 WUHTerpaums ¢ cucTeMamu ynpaBA€HHUS BePCHAMM

AppChecker Cloud MOAAEPXKMBAET 3ArPY3KY MCXOAHbBIX TEKCTOB C MomoLLbio CYB.
[10 YMOAYQHUIO YCTAHOBAEHbI LLABAOHBI CYB git, svn 1 mercurial.
AAMUHUCTPATOR MOXET AODCBASATL, PEACKTUPOBATL U YACAITH LLIOBAOHDI.
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AN PABOTHI C LLUABAOHAMM BOCTOAB3YMTECH BKAOAKOM (LLIGBAOHBI KOMAHA
CYB».

LLlabnoHbl komaHg CYB

Coagate HoBull wWwiabnox MporecTwposate wabnovs: komaug

Komaras yCnelwHo npoTecTMpoBaHhbl

Hazeaxue wabnowna LabnoHsl Komanasb! NeicTene

mercurial Komanga ana wanywannaawm: hg clone {url)

Komanga gns obxoenenna: hg pull && hg update
KomaHga gna nposepkn: hg version

Komaxaa gocrynua

git Komanga ana wuuumannsaymi: git clone {url} —branch {branch}
Komaraa ana obHoanexws: git pull origin {branch)
Komanga gna nposepki: git version

Komanaa goctynHa

svn Komanga gna uHuymanuaauun: svn checkout {urf}
Komanga gns obHoBneHus: swn up@ate
KomaHga gna nposepku: svn —version

KomaHaa goctynua

AAf co3AaHUa LLABAOHA HOXXMUTE (CO3AA0Th HOBbIN LLIGOAOH)).
AN PEAAKTUPOBAHUA LUABAOHA HOXXMUTE (M3MEHUTDY.
AAf YAQAEHUSA LLABAOHA HOXKMUTE (Y AQAUTDY.

Kaxkabir LLUAOAOH CUCTEMBI YITPABAEHUS BEPCUSIMM BKAIOYOET B CEDS TPU
KOMQHABI:

1) KoMaHAQ AASI MHULLUAAU3ALLUK.

AQHHOS KOMOHAQ BbINOAHIETCHS EAMHOXAbBI MOCAE CO3AQHMS NPOEKTA.
[pyrmepbl KOMaHAbL: git clone, svn checkout.

2) KomaHAGQ AASt OOHOBAEHUSI UCXOAHBIX TEKCTOB.
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AQHHQOS KOMOHAQ CAYXKMUT AAF MOAYYEHMS HOBbIX BEPCUIM MCXOAHbBIX COAMAOB.
[Mpumepsbl KOMaHABI: git pull, svn update.

3) KOMaHAQ AASl NPOBEPKU AOCTYNHOCTM.

ACHHQAS KOMAHAQ NpoBepseT AOCTYNMHOCTb CYB. MNpumepbl KOMAHAbL: hg
Version, svn —version.

KOMOHAQ AAS MPOBEPKM AOCTYTNHOCTU BbINMOAHAETCS MPU 3Arpy3Ke
CUCTEMBI, MPU M3MEHEHMMU KOMAHAI AU C MOMOLLIBIO AOYHKLLMM
«MNpotecTnpoBATH LLUABAOHBI KOMAHAY) BO BKAQAKE (LLIGOAOHBI KOMAHA
CYBy.

ECAM KOMOHAQ BbIMOAHUAQCH YCMELLIHO, TO AQHHbIM LLIABAOH AMOXHO ByAET
MCMOAb30BATH NPU CO3ACHUM NPOEKTA,

ECAU KOMOHAQ BbIMOAHUMAQCH HEYAQYHO, TO AQHHBIM LLUAOAOH DyaeT
CYUTATBCH HEAKTUBHBIM U HE BYAET OTODBPOXKATLCS MPU BbIBOPE METOAC
3ArpYy3KM MCXOAHbBIX GOAMAOB.

KOMAHAQ AAS MPOBEPKU HEODA3ZATEABHO — B CAY4OE €€ OTCYTCTBMS
LLIGOBAOH BYAET CYMTATLCH AKTUBHbBIM.

AAS KOMOHA MHULIMOAM3ALLMM M OOHOBAEHMS MCXOAHBIX TEKCTOB MOXHO
30AQTh NEPEMEHHbIE, 3HOYEHMS KOTOPbIX MOAB3OBATEAL MOXXET BBECTU MPU
CO3AQHUM NPOEKTA. MNPUMEPDI TAKMX NEPEMEHHbBIX — AAPEC CEPBEPA,
HO3BAHME BETKM U T.A. [epemeHHas 060pa4YMBAETCS COUNYPHbIMM
CKOBKAMMU.

Mpumep KomaHraebl: git clone {url} --branch {branchj}.

B AGHHOM CAy4YQOE 30AQHbI ABE MEpPEMEHHDbIe - Url 1 branch, nx s3HaveHue
YKQ3bIBAET MOAb30OBATEAb MPU CO3ACHMKM NPOEKTA.
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4.10 XypHan pa6orbl

AAS MPOCMOTPA XYPHAAQ OOPALLLEHUIM K CEPBEPY U XKXYPHAAQ OLLIMOOK
BOCMOAB3YMTECH BKAQAKOM (PKYPHCOABI PADOTLIN. AOTU XPAHATCS B
ampekTopum data/logs.

XypPHOA 0OOPALLLEHUIM K CEPBEPY PEMMCTPUPRYET BXOASLLIME 3AMPOCHI.

YKypHan obpalleHun Kk cepaucy

Access log
102.158.2.20 [28/7ul/2006110:27:10 0300] "6ET /cgi bin/try/ HTTP/1.0™ 209 3395
127.0.8.1 - - [2B/Ju1/2085:10:22:84 -@30@] “GET / WTTP/1.0" 200 2216

XYPHOA OLLUMOOK pernMcTpmpyeT cOomn B paboTe CUCTEMGBI.

>KypHan owmnbok

Error log
[Sat Aug 12 84:85:49 2886] [notice] SIGHUP received. Attempting to restart
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5 Wxterpauus ¢ cuctemamu Continous
Integration

Cka4auTe YyCTAHOBOYHbIE NAAruMHbl AAs MHTErpaumm AppChecker Cloud ¢ Cl-
cuctemamm Jenkins 1 Teamcity. Aas atoro sanyctute AppChecker Cloud 11
3aMAUTE HA BKAGAKY (O nporpamme). Boibepute 0aAHY 13 CChIAOK,
BbIAEAEHHbIX HO pUCYHKEe. CKAYMBAHME MAATMHA HOYHETCS OBTOMATUYECKM.
Moy HEOBXOAMMOCTU NMOBTOPUTE AENCTBUI CO BTOPOM CChIAKOM.

YTUNuThI, BCNOMoraTenbHble CKPUNThI M UHCTPYKLMN

C ,Ju'_:_‘ﬂf_:l:‘;'_i'. (anm npoexTos, cobupanLyMxca 8 cpege Linux)

ltor (ANA npoexTos, cofuparwmMxcA B cpene Windows)

aLuM cppconi source (koHdMrypauwa Ge3 cGopru)

5.1 WUnterpauus c Cl Jenkins

3anyctuTte Cl Jenkins. B OTKpbIBLLIEMCS OKHE Bpay3epa BbiIGepuUTe MyHKT
meHo «HacTpouTte Jenkinsy.
Jenkins

& Co3gams ltem

Bee
& noan
-_— S w Name
« WcTopur cBopok
||f HacTpowte Jenkins g
4. Credentials 0 pik
< 1
Oyepeas chopok =
v 2

Cuepens cBopok nycTa

Cocroauue chopumkos =

= mactep
1 B oxuganum
2 B owuaaHum
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Ha HoBOM CTpAHMLE BbiGepUTe «(YNPABA€HUE NMAArMHAMMUY

A7 Kondhury pupoaanite cucTems!

-'\ Kotupury puposars rnobanbHbie Hac TPOAKK W My TH

% Configure Global Secunty

Secure Jenkins, define who is allowed to access/use the system.

Qqnm.c.rs‘:ﬂml;
¥ -onfigure the credential providers and types

F:i] ggjug'rh Hgngoum ua m ina

EHUTL BCE JArPYMEHHLIE NaHHLIe B NaMATH U NepeunTaTs Bce W3 darnosoil cuctemes MNanesto B cnyyae, ecni B MogwduMposani daitne Hac TPoOeK BPYUHYIO
F!QEIEIJ"IE.‘HBE nnariHammn
[oBasuTb, yAANUTL, BEIKNIOUNTL MK BKMIOUHTL NNarHs!, PaciumMpriolwe qyHKLWOHOHANbHLE BO3MOKHOCTH Jenkins l}]ocwnum oéuoamuuu}

=
CucTemHan HHQ OpMaLBA

MNoKA3LIBAET BCEBOIMONHYI0 HHOPMALYIO O CPEAER OKPYIKEHUA ANA NOMOLLW B peteHi npoGnem

B TexyLLLer BKAOAKE Bpay3epa OoTOBpA3mMTCA HOBAS CTPAHMLA. Ha 3TOM
CTPOHMLE NepernAUTEe HA BKAGAKY (AONOAHUTEABHON 1 HOMAUTE PA3AEA
«3arpy3uTb nAaruH). HaokmuTte KHOMKy «Bbibepurte chbaman. [Nosgsurcs
AMOAAOrOBOE OKHO OTKPbITUS dOAMAC. HaMAUTe paHee CKAYEHHbIM MAArMH M
3arpysuTe ero Ha CAMT, HOXKAB HA KHOMKY «3Arpy3uTb.

3arpys3uTb nnaruH

3nect Bel MOXETE YCTAHOBUTE MNATHH HE U3 LEHTPANLHOTO PENCEMTOPKUA, 3arpyaune hpi-daitn

Daiin: |'Ebl€epu're_¢aﬁn"| ®aiin He ebibpan

Nepe3anyctute Cl Jenkins B 6pay3epe C MOMOLLbIO KOMAHAbI

http://localhost:8080/jenkins/restart.

OTkponTe AOOM CYLLIECTBYIOLLIMIA MPOEKT MAM CO3ACMTE HOBBIM.
OTKpoMiTEe CTPAHMLY NPOEKTA. B MEHIO NPOEKTA LLEAKHUTE AE€BOM
KHOMKOM MbILLIM NO NYHKTY «HacTpounkuy.
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Jenkins Appchecker

4 Ha rnasuyio
T Mpoekt Appchecker
o Wamenenns
¥ coopounas auperTopua

@ Cofparts cedyac Kom:l:mypau,uu

@ YaanuTe Multi-configuration project

P default

MocToAHHBbIE CChINKK

Wcropus copox HE =

@ #50
@ #49
@ 248
@ #a1
@ #46
@ #45
@ 244
i #43

Ha OTKpbIBLLEMCS CTRAHMLE HAWAUTE KHOMKY BbIMAACQIOLLLETO MEHIO
«Ao6asuTb war c6opkuy. LLLeAKHUTE Ha Hee. B NogBMBLLIEMCS CNUCKE
BbiGepuTe nyHkT AppChecker Cloud.

HobaeuTh Wwar cOOpKK ~

| AppChecker Cloud
Brizeats Ant
Brizeate Uenu Maven BepxHero ypoeHA
BbinonHKuTL KoMaHay Windows

BrinonHWTe KoMaHay shell

Ha CTpaHULE NPOEKTA MOSBIATCS MOAS AAS BBOAQ HOCTPOEK AOCTYNA K
AppChecker Cloud.
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AppChecker Cloud

URL 127.0.0.1

Port 11000

Login admin

Password

Project name 234
Excluding extensions *
Excluding directories *
Source directory (empty for jenkins default) Wmedist

* - can contain multiple parameters, divided by comma

3AMOAHMUTE CTPOKM B COOTBETCTBMM CO CAEAYIOLLIMMM TPEDOBAHUAMM:

*
0.0

B MoAs URL 1 Port BBeaute IP-aapec v Homep TCP-noprta Beb-
MHTEpPdenca, no kotopomy aoctyneH AppChecker Cloud;

B NOAS Login 1 Password BBEAMTE AOTUH M MAPOAb NMOAb3OBATEAS
AppChecker Cloud;

B NoAe Project name BeeanTe UM NPOEKTA. AQHHOE 1MMs ByaeT
otobpaxaTtecs B AppChecker Cloud Kak Mmsa NpoekTa;

B noAe Excluding extensions BeeamTe pacLUMpPEHUs GOAMAOB, KOTOPbIE
OYAYT MCKAIOYEHbBI U3 NPOBEPKU. PACLUMPEHMST YKA3bIBAKOTCS O3
macok (“doc”, a He “*.doc").

B NoAe Excluding directories BBeanTe MyTH K MANKAM, UCKAIOYAEMBbIM
13 NPOBEPKM, OTHOCUTEABHO MAMKKM C UCXOAHBIMU TEKCTAMM;

noAe Source directory 3anOAHIETCS B TOM CAYHOE, ECAM B MPOEKTE
CYLLLECTBYIOT CLLEHAPUKM COOPKU, MCMOAB3YIOLLIME MCXOAHbBIE TEKCTbI 13
MCTOYHUKOB, HE YKA3AHHBIX B OCHOBHbIX HACTPOMKAX Jenkins. ECAu
TAKME CLUEHAPUM MPUCYTCTBYIOT - BBEAUTE MYTb K MCXOAHBIM TEKCTOM, B
MHOM CAYy4OE OCTABLTE MOAE MYCTbIM.

AAS HOCTPOMKM KOHAoUrypaumm NnpoektoB Ha C/ C++, HAOXKMUTE HA KHOMKY
«PacLumpeHHbien.

30
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Configuration options

Make command _—

' none
& execute command with cppconf_linux_py
execute cppconf_monitor

2 execute only command

B ctpoke Make command ykaxkmte KOMAHAY COOPKKM NpoeKTa. Hike
PACMNOAOXEH MEPEKAIOHATEADL BbIDOPA CNOCODOB MCMOAHEHUS KOMAOHAbI
cOopkM:

%* HE UCMOAb3OBATb;

%* MCMOAb30BATb C MOAKAIOYEHUEM YTUAUT AAS CPEABI LiNUX;

“* MCMNOAb30OBATb C MOAKAIOYEHUEM YTUAUT AAS Cpeabl Windows;

“* MCMOAb30OBATb C MOAKAIOHEHUEM YTUAUT KOHCPUIYPUPOBAHMS HQA
OCHOBE MCXOAHOrO TEKCTA.

Bbi©epute OAMH M3 MYHKTOB U HOXKMMTE KHOTIKY BHM3Y CTOAHMLLbI:

— (TPUMEHUTDBY, YTOOLI COXPAHUTL HACTPOMKM M OCTATLCS HA CTRAHULE;
— (COXPAHUTLY, YTODbI COXPAHMUTb HACTPOMKM M MOKUHYTb CTROHULLY.

5.2 Unrterpaums ¢ Cl Teamcity

3anycTtute Cl Teamcity. B OTKpbIBLLEMCS OKHE Bpay3epa B MPABOM
BEPXHEM YIrAY BbliOepuTe «Administrationy.

admin|+ Administration Q

Ll Hide Successful Configurations  Configure Visible Projects

Ha oTKpbIBLLEMCS CTRAHMULLE BbIOEpUTE NYHKT meHto Plugins List, LLeAkHuTe
MO HEMY AEBOM KHOMKOM MBbILLIM.

—_——aae
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Project-related Settings
Praojects
Build Time
[Crsk Usage
Server Health
Audit

User Management
Users
Groups
Integraticns
Tools
Mulset Feed
Server Administration
Global Settings
Authentic ation
MNodes Configuration
Email Notifier
Jabber Notifier
Agent Cloud
Dragnostice
Backup
Prosects Impan
Licanses
Clean-up Settings

Usage Statistics

+ Create project =

You have 2 active prosects with 1 buald configuration. You can have a of 20 build ¢
Filter Filter Show archived
22 <Root project> Contans ail other projects

» i gwe asd

Ha Hosom cTpaHuLe HaxkmuTe Upload plugin zip.

This TeamCity installation has 95 plugins (including 1 external)
Upload plugin zip | Available plugins

External plugins

Plugin Name

Version

AppChecker launcher 0.1
Aliows to check source codes by AppChecker

=3 SweoH

M HH OB UMW MU

[active and archived) '

B OTKPbIBLLUEMCS AMAAOTOBOM OKHE HODXKMMTE KHOMKY «BblOepute doaman.
[MOABUTCSH AMAAOTOBOE OKHO OTKPbITUS coamAaa. Hamamte paHee
3ArpPY>XEHHbIM MAQrMH 1 3Arpysmre ero Ha CamT, HOXKAB HA KHOMKY “Save”.

Upload File

Path: *
Name:

File: *

/home/serge/ BuildServer/plugins

| Buibepute dhaiin | Daiin He erbpan

Cancel

NMepesanyctute areHT c60pku Teamcity.

32
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3anamte B AKOOM CYLLLECTBYIOLLIMIM MPOEKT MAU CO3AAMTE HOBbIM. OTKpOMTE
CTPAHMLLY NPOEKTA. B MEHIO NPOEKTA LLLIEAKHUTE AEBOM KHOMKOM MbILLIM MO
nyHkTy Edit Project Settings B MpaBOM BEPXHEM YIrAY DKPAHQ.

© [ Hide Successful Configurations| Edit Project Settings

Run ...

No changes | = 4 months ago (41s)

Ha OTKPbIBLLUEMCS CTPAHULE BbIDEPUTE KOHAOUIYRALMIO M3 TADAMLLI U
LLLEAKHUTE MO HEM AEBOM KHOMKOM MBbILLIM.

Build Configurations (19 ief)

Bulld configurations define how to retrieve and build sources of a project O
+ Create build configuration =

Name Build Steps

Build1 Build AKVS, AppChecker plugin

Ha HOBOM CTAHULLE B MEHIO CAEBA BbiDepuTe NyHKT Build Steps.

General Settings
Version Control Settings
Build Steps 2
Triggers

Failure Conditions

Build Features

Cependencies
Parameters

Agent Requirements

Haxkmumte Ha kHonky “Add build step” B LLEHTPAABHOM YOCTU 3KPAHQA.

Build Steps

In this section you ¢an configure the sequence of build step

+ Add build step Reorder build steps

M3 BoinaaQioLLLErO MeHIO BbiIBbepuTte AppChecker plugin.

New Build Step: |-

Runner type: AppChecker plugin b
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Koraa yCTaQHOBKQA MAPAMETPA 30BEPLUMTCS, B TEKYLLLEW BKAOAKE Dpay3epda
OTOBPA3UTCS CTPAHULLA C HacTporkamm AppChecker Cloud.

Build Step (2 of 2): AppChecker plugin -

Make command using type

Runner type: AppChecker plugin -
Aliows In check source codes by AppChecker

Step name:

Optional, speciiy o disfinguish this build step from other steps

Execute step:” If all previous steps finished successfully v

Specify the siep execubon policy

Runner Parameters

AppChecker service address: 192.168.5.223
Service port 11000
Username: admin
Password: senne
AppChecker user password
Project name: tc
P nam

Source folder (emty for default):

Excluding extensions:

Excluding directories: =
Directory names for excluding, divided by "". Ex: "bin" will exclude paths “/projectbin/, “fprojectbinfib’”, “fprojectZiin™ el

Make command (if used): make =
Enter here make command if itis used
Make directory: Jt/mcdist
Directory, where make command will be executed
How to use make command: execute command with cppconf_linux.py | =
# Hide advanced options

3AMOAHUTE CTPOKM B COOTBETCTBMM CO CAEAYIOLLIMMM TPEOOBAHMUAMM:

% B noAs AppChecker service address u Service port sBseaute IP-aapec
n Homep TCP-nopta BeO-UHTEPDDEMCA, MO KOTOPOMY AOCTYIMEH
AppChecker Cloud;

% B noas Username m Password BBEAUTE AOTUH U MAPOAb MOAb3OBATEAS
AppChecker Cloud;
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** B NMOA€ Project name BBeAUTE MMF MPOEKTA. AQHHOE MMa DyaeT
otobpaxaTtecs B AppChecker Cloud kKaK MMs NPOEKTA;

% B noae Excluding extensions BBeanTe pACLUMPEHMS, KOTOPbIE BYAYT
MCKAIOYEHbI U3 MPOBEPKM. PACLLMPEHMS YKA3bIBAIOTCS 6€3 MACOK
(doe",d He ".dec”).

% B NoAe Excluding directories BBeAuUTE NyTH K NANKAM, UCKAKOHYOEMBbIM
M3 NPOBEPKM, OTHOCUTEABHO MAMKKM C UCXOAHBIMU TEKCTAMM;

% noae Source folder 3anoAHSETCS B TOM CAYyHQE, ECAM B MPOEKTE
CYLLLECTBYIOT CLLEHAPMM COOPKM, MCMOAB3YIOLLIME MCXOAHBIE TEKCTbI 13
MCTOYHUKOB, HE YKQA3QHHbIX B OCHOBHbIX HOCTPOMKAX Jenkins. ECAu
TOKME CLLEHAPUU MPUCYTCTBYIOT - BBEAUTE MYTb K MCXOAHBIM TEKCTAM, B
MHOM CAYYOE OCTOBBLTE MOAE MYCTbIM.

% B CTpoke Make command yKaxxmute KOMAHAY COOpPKM NPOEKTA;

% B CTpoke Make directory ykaxxure AMpeKTopUIO, B KOTOPOM ByaeT
BbINOAHATLCS KOMOHAC COOPKM;

% B BbinaaatoLLLeM meHO How to use make command BeibepuTte
Cnocob UCMNOAHEHUS KOMOHALI COOPKM.

Haxxkmumte “Save” AAS COXPAHEHMS PE3YALTATA.

MNocae nHrerpaumm npoekTol Cl-cnctem, noakatodeHHble k AppChecker Cloud,
nosearca B cpeae AppChecker Cloud. O pabote € npoektamm B CpeAe
AppChecker Cloud cm. «PyKOBOACTBO OnMepaTopay rAdsbl 4 - 8.

— = = - = —— =
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6 KOHCOAbHbIA KAMEHT

KOHCOABHbIM KAMEHT appchecker-rest-client.jar pacnoAOXEH B AMPEKTOPUM
cepsuca. TaK XXe KOHCOAbHbIM KAMEHT AOCTYNEH AASl CKOYMBAHMS BO
BKAQAKE «O MpOorpammen.

3anycTuTe KOHCOAbHbINA KAMEHT, MCMOAb3YS CAEAYIOLLLYIO KOMOHAY:

java -jar appchecker-rest-client.jar [napameTps]

Bce AOCTYMHbIE MAPAMETPLI MPUBEAEHbBI B KOHLLE AQHHOTO PA3AEAQ.

3anyck aHaAW3a NpoeKTa

3anycTUTe AHAAMU3 NPOEKTA, 30ACB CACAYIOLLLME MAPAMETPbI:

-i,--input <BxOoxHast AOUpPEKTOPMs>

NapameTpom MOryT OblTb AMPEKTOPUA, QDAMA C PACLLMPEHMEM Tre nAn zZip-
apxuvB. ECAM B KQYECTBE NAPAMETPA 30AQHA AUPEKTOPMS, TO OHA DyAEeT
YNAKOBQAHA B Zip-APXu1B. ECAM B KOYECTBE NAPAMETPA 30AAQH CPAMA C
PACLUMPEHUEM tre, TO B ZIP-APXMB DYAYT YNIAKOBAHBI T€ OAMAbI, HQ
KOTOPbIM OH YKQ3bIBAET.

-n,--name <uMsI_ poekTa>

Mma NpoeKkTa yKA3bIBAETCS B KABbIMKAX. MM NPOEKTA NO YMOAYOAHUIO —
Project.

-o,--output <BmxogHass AUpPexKTOPMUS>
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AMPEKTOPUS AAF OTHETOB O MPOBEAEHHOM AHAAM3E. [TpUMep 3anycKka
OHOAM3A NPOEKTa C UMeHeM Project] npmBeAeH HUXe.

java -jar appchecker-rest-client.jar —-i C:\Projects)
Projectl\source code.zip
-n “Projectl” —-o C:\Projects\ Projectl\Results

YaaneHHe npoekTa

YAQAUTE NPOEKT, YKA3AB CAEAYIOLLIME MAPAMETPSI:

-d, --delete

Y AQAEHME MPOEKTA.

-n,-—--—name <m_npoe1c-ra>

MMs MpOEeKTA YKA3bIBAETCS B KABbIMKAX. MMS NPDOEKTA NO YMOAYOHUIO —
Project.

[orMep YAOAEHUS MPOEKTA C MMEHEM Project] npueBeAeH HMxXe.

java -jar appchecker-rest-client.jar -d —-n “Projectl”

CnpaBka

AAS MOAYYEHMS CMPABKM BBEAMTE CAEAYIOLLLUMI MAPAMETP:

-h,--help
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Bce AOCTYMHbIE MAPAMETObI KOHCOABHOTO KAMEHTA MPOUBEAEHDI B TADAMLLE

HLXKE.

MNapameTp

OnucaHue

-l,~-input <BXOAHQS_AMpEKToOpUd>

BxoAHQd AMPEKTOPUS.

-N,--Ndme <UMMA_NMPpoeKTa>

Mmg npoekTa. 1o ymoayaHuio — Project.

-0,—0utput <BbIXOAHQS_AMPEKTOPUS>

BbIXOAHOS AMPEKTOPUS.

-d,--delete

YAQAeHUe npoekTa.

-h,~-help

BbI30B CMPABKM.

-p,--por’r <rnoprt_cepsMca=

MopT cepsuca. No ymoayarHuio — 11000.

-S,~-server <gapec_cepsuca>

IP A AOMEHHBIM aApec cepsuca. 1o
ymoayaHuto - http://127.0.0.1

-to,~-timeout <Bpemsa_tanmayra>

Bpems Tammayta B cekyHAaX. 1o
yMoadaHmio — 30.

-U,--user <MMA_NOAb3OBATEAS>

MM noAb3oBaATEAS. [10 YMOAYAHMIO — admin.

-pW,--password <napoAb>

MopT cepsuca. No ymoadanuio — 11000.
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Bkaaaka «O nporpamme) COAEPXKMT MHADOPMALMIO O BEPCUM
AppChecker Cloud, MHOOPMALMIO O AULLEH3UM, CChIAKY AAS 3ArPY3KU
KOHCOABHOTO kameHTa AppChecker Cloud, CCbIAKM AAS 3ArPY3KU YTUAUT
KOHOPUIYP QUMK U CChIAKY HO BAHK AQHHbBIX YTP0O3 BE30NACHOCTH
mHdbopmaumm u yassumoctem [0 (PCTIK).

@ippChecker Cloud npoextel | AamunucTpupoBakmve | O nporpamme

AppChecker Cloud sepcua 2.4 50 (MpoBepuTh Ha HaNMW4Me HOBOR BEPCUM)
© 2017 000 «3wenoH MHHoBaLMUY

TexHU4eckas NoAnepHka: support@cnpo.ru
CailT npoaykTa: appchecker.cnpo.ru

WHcbopmaLua o NuLeH3uu

Homep nuuyeHsnn: 12792
Bnageney nuuersumn: Infosecurity
Cpox AeRcTBWUA NMUeH3UKM go: 6 ceHTabpa 20181
MakcumaneHoe Yucno npoektos: 1024
fAocTynHble napcepbl: C/C++ Java, PHP. C#

YTUNUTBI, BCnoMoraTenbHble CKpUNTbl U MHCTPYKUWUK

HacTpo#ka napcepa CiC++ (PDF)

KOHCONBHLIA KNWEHT

MNMnamwy gna Jenkins/Hudson

MNnammy anR TeamCity

YTUNWTE NOLATOTOBKK KoHDUNypaumK cppconf_linux (AnA npoekTos, coBupanwmMxca B cpege Linux)
O6epTka gnAa gecofclang (gec_confsh)

OGepTka anAa g++iclang++ (g++_conish)

YTUNWTa NOATOTOBKK KOH(DMIypaumMu cppconf_monitor (4NA npoexTos, cobupawiymxca 8 cpege Windows)
YTUNHTA NOATOTOBKM KOHHIYpaUMK cppconf_source (KoHMUrypauua Be3 cOopku)

Cnpaso4Hana MHpopMauua

BaHk gaHHbiX yrpo3 Ge3onacHoCTH MHMOopPMaLMK KW yA3BUMOCTER MO (®CT3IK Poccuu)
Common Weakness Enumeration (CWE)

AAf NPOBEPKU AKTYAABHOCTU BEPCUU HODKMUTE HO CCbIAKY «TpOoBEPUTL HA
HOAMYME HOBOM BEPCUMY.
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AASl NOAYHEHUS TEXHUHECKON NOAAEPXKKHU OTMNPABLTE SAEKTPOHHOE
NMMCbMO HO aApEeC support@cnpo.ru.
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8 [hoccapui

BuptyanbHas malluHa

MoAEAb BbIHUCAUTEABHOM MALLMHbBI, CO3AQHHOM MyTEM BUPTYOAMU3ALLM
BbIYMCAUTEABHBIX PECYPCOB: MPOLLECCOPA, ONEPATUBHOM NAMATH,
YCTPOMCTB XPAHEHWS 1 BBOAQ/BbIBOAQ MHODOPMALMM.

locreBas OC

OC, YyCTOHOBAMBOEMAS HA BUPTYAABHYIO MALLIMHY.
AedekT Kopa

OLLMBKA B UCXOAHOM TEKCTE MPOTPAMMBI, KOTOPAS MOXXET NPUBECTU K
YA3BUMOCTM.

KAlo4 nporpaMmbl

KAKOY, KOTOPbIM MOATBEPXAQET MPABO NOAb30BATLCS AppChecker Cloud.
KAKOY BbIBAET NPOrPAMMHbBIM C PACLLUMPEHUEM WEDD 1AM ANMNAPATHBIM
B BMAE USD-CDAELLIKA.

KoHdurypauus npoekra
HacTpomka NpoOekTa AAS MOBLILLIEHMS KOQYECTBA OHAAM3A.

MporpaMmmHan 3aKAaAKa

CKPbITHO BHEAPEHHbIM B CUCTEMY KOA, MO3BOASIOLLLUI 3AOYMBbILLIAEHHMKY
OCYLLLECTBUTb HECAHKLLMOHMPOBAHHbIN AOCTYI.

PoAb

Habop pa3spelueHnii, COOTBETCTBYIOLLIMM TOMY, KOKME AENCTBUI MOXET
BbIMOAHSTb MOAB3OBATEAL MAM MOYMNMA MOAb3OBATEAEM.
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CHcreMa ynpaBAeHHA BEPCHAMM

MporpammHoe obecrneyeHme, Mo3BOAOLLLEE XPAHUTb HECKOABKO BEPCUIM
OAHOTO AOKYMEHTQ.

CratMyecKui aHanu3

AHOAM3 NPOTPAMMHOIO obecrneyeHms, NPom3BOAMMbIM BE3 PEAABHOTO
BbIMOAHEHMS MCCAEAYEMBIX MPOOTPAMM.

CWE

Common Weakness Enumeration. lNpeactasasetr cobom CMMCOK AedPEKTOB
6e3onacHOCTH NporpammHoro obecneveHus. CWE oxsarbisaer boaee
15000 aedoekToB BE30MACHOCTH 1 BKAKOHAET B CEOS AETAABHYIO CTRYKTYPRY
KAQCCUPUKALLMM 13 PA3AMYHbBIX HOYYHbIX MCTOYHUKOB U MPUMEPOB.

CWE - coBMmecTMMOCTb

[1O3BOASET NPOAYKTY ObITb 3APEMMCTPUPOBAHHBIM B KOYECTBE
odouLmanbHoro «CWE-cosmectmmoron. CWE-COBMECTUMbIN MPOAYKT
AOAXKEH MPEACTABAATb MOAB3OBATEAIM BO3MOXKHOCTb MOUCKA AECDEKTOB
Be3onacHoCT™M B CWE-MAEHTUAOUKATOPAM M MOAYHEHMS CBA3ZAHHbBIX C HUAMM
CWE-MAEHTUCPUKATOROB.
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9 0 KoMnaHuu

OO0 «3LweAOH MHHOBALMMY) — NEPEAOBAS KOMMNAHMS, CO3AQHHAOS
BbIXOALLOMM M3 BeAyLLLEM UCTIBITATEABHOM AaBopaTopum AO «HIMNO «3LweAoH),
MMEIOLLIMX KOK BbICOKME KOMMETEHLMM B OBAQCTU QyAMUTA KOAQ,

TOK U OPraHU3aLmMmM pa3padoTkm CPEACTB MO ero AHOAM3Y.

KOMMNAHUI CO3ATHO AAS MPOBEAEHUS NEPEAOBLIX MHHOBALLMOHHbIX
MCCAEAOBAHMM 1 PA3PADBOTOK, M SBAIETCS YYACTHUKOM MPOEKTA CO3AAHMUS

n obecneyeHms OYHKLMOHMPOBAHWS MHHOBALMOHHOIO LLEHTPA (CKOAKOBOY.
NCCAEAOBAHUS OCYLLLECTBASIOTCS MPU MPAHTOBOM MOAAEPXKKE POHAA (CKOAKOBOY.

boAee AETAABHYIO MHADOPMALMIO O KOMMNAHUM Bbl CMOXETE HAOMTU HA
camte iechelon.ru.
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AKTMBaLIUA AMLIEH3UH
Ycranosute um 3anyctute AppChecker Cloud. boAaee noApoBHas
MHADOPMALMA COAEPXKMTCS B TAQBE 3 HOCTOSLLLETO PYKOBOACTBA.

3arpysure npoOrpaMMHbBIN KAIOY C pacLumpermrem wbb. NocAe 3arpy3km B
BEO-MHTEPDENCE BAM DYAET MNOKA3IAH KAKOY MHCTAAASLLUM.

OTNpaBbTE KAIOY MHCTAAAILMM HO support.appc@npo-echelon.ru.

®/AppChec ker Cloud == Ru-

JlnueHsns He HanaeHa

Ecnn y Bac MMeeTCA NPOrPaMMKBIR KO, TO 3arpy3nTe ero:

S CETE T N NepEMECTHTE (Dain Ha QopMy

TEXHNHECKaR ROAREPXNE. SUPPOTL@LIpo. U

B OTBET Bbl MOAYYUTE KOA QKTUBALLMM.

BeeAUTe KOA AKTUBALLUMU 11 HODKMUTE (AKTUBMPOOBATH.

@ippChecker Cloud —Ru-

AKTMBaLI,VIFl nporpamMmMmHOro Kriro4a

Kmow GNOATXAF2ARZSAHVWG 1 TE3FASNT
MHCTANS AN

Koa
AKTHBALMM

TexHu4eckas NOAAEPAKA. SUPPOTIECIPO U
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